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STEP 1 Wl¥d A 1 2 ¢adol=

MY Mu{et HEME &2lst7| flal “ps —ef | grep gmail” W OIS i st
Ct.

Kica-desk: fhomejKica

ohel(E) EE(E) =21 EolgiT =m0 —y
root@kisa-desk: /home/kidg# ps -ef | grep gmail [~

root 4448 4396 O 22:557T ToTOU - supervise gnai

root 4453 4396 0 22:55 ? 00000

root 4455 4396 0 22:55 7 00:00:00 supervise gmail-smtpd [
qomaild 4457 4455 O 22:55 2 00 :00:00 fusr/local/bin/tcpserver -vHRL 0

~xfetcSftep.smp.cdb -u 1002 -g 100 0 25 fvarfgmail /binfgmail-smpd block25 . or.
kr /binfcrmd5checkpw fbin/true

qmaill 44585 4449 0 22:55 2 00 :00:00 fusrflocalsbinfoultilog t fvar/l
og/fqmil

qmails 4459 4448 O 22:55 7 00:00:00 gnail-send

gqmaill 4460 4454 0 22:55 7 00:00:00 fusr/flocalsbinfmultilog t fvar/l
og/qmuil fsntpd-sub

qmaild 4461 4453 0 22:55 2 00 :00:00 fusr/flocal/bin/tcpserver -vHRL 0

-x fetcftep2.smp.cdb -u 1002 -g 1001 0 587 Sfvarfgmail/bin/gmail-smpd-sub bloc
k25.o0r.kr /bin/femd5checkpw /bin/true

qmaill 4462 4456 0 22:55 2 00 :00:00 fusr/locals/binfoultilog t fvar/l
og/fqmail /st pd

root 4529 4459 O 22:55 ¥ 00:00:00 gnail-lIspawn ./ /Miildir/

gqmailr 4530 4459 0 22:55 ? 00:00:00 gmail-rspawn

qmailqg 4531 4459 O 22:55 2 O0:00:00 gmil-clean

root 5328 5301 0O 23:12 pts/f0 00:00:00 grep gmil

root@kisa-desk: /home fkisa#

gmail HFEE MX5IUS 4T H

MElolg & = pU2=Z=Z "man -M
S

/var/gmail/man/ gmail" WHO{E !5t}

el v e = = N = [
c~% cd fvar/gmail ]
kisa@kisa-deskf /var/gmail% cd nun
kisa@kisa-deskl /fvar/gmail ftan% man -M . gomil
kisa@kisa-de sk =rrTrromoer oS

LpbiE)] EENE)
kisa@kisa-des

¥ Ch2 ClAEE|e] 2 AlEXtel M|
Ct. fvar/gmail/man (gmail manual C/2E/Z[)

for
N
2
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Manual pag

http://pobox.comd’~djb/qmail . htm

oh(E) HEE) =7 oI =TI =5ZhH)

Users who want to control incoming nessages should read dot-qmail(5).

Available commuands for the .gqmmil file include gbiff{l}, qreceipt{1),
forward({1), bouncesayingil), and condredirect(1). Other helpful com
mands include maildirmake(1l), maildir2nbox(1), and meildirwatch(1).

System administrators who want to control the entire gmeil system
should start with gmail-control(5] and gmail-start{(8)]. There are three
queue-monitoring tools: qnmil-qread(8), qmmil-gstat(8), and gqmmil-
tepto(8). Incoming SMP connections are handled by gqmuil-smtpd(8).

qmail offers tw command-line nessage-sending interfaces: qmail- E:
inject({8) and mailsubj(l). For background informaition on Internet muil 1
nessages, see addresses(5), envelopes(5), gmuil-header(5), and forg-
eries(7).

Moscel laneous docunentat ion includes gqmail-limits(7)] and qmail-
pop3d(8) .

This docunentat ion describes

@ of qmail. See
for o 7 -related software.

qmuil(7)

"nttp://gmail.kldp.org/src/" Al gmail-1.03.tar.gz& Ch2 2H=C}.
e ﬁ% |ﬁ-‘.lhttp:quail.kldp.ﬂrgfsrcf

b= AlO|E~ e Getting Started [ Latest Headlines~

I-.kic:ip.c:rg A 27 -g. &3 | B httpffgmail kldp.org - Index -+ £ |

x of /src/

] checkpassword-0.90.tar.gz

] dasmontools-0.76.tar.gz

q-mail—1 .DB.tar.qi )

A tieemiteno B8 tar A7

Mame (ext) Last modified
w1 netgmail 2008-10-08 11:59
& patches 2007-09-05 00:02
5 vpopmail 2004-12-28 02:08

2004-12-28 02:08
2004-12-28 0D2:08
2004-12-28 02:08

AMCA 4 20 M9.N0
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“tar —xzvf gmail-1.03.tar.gz” W& of

| STl A LS

ogiEy =E(E) =227(0) o =HH)
kisa@kisa-desk: tar -xzvf gnmil-1.03.tar.gz (=]

¥ gmail?] &S cocktail #x| Sl-IZ smtp—auth, tls/ssl S A Ax|
g ACt cocktail x| Z< 1.03 HAMoIM Mx|J7}s 5t x| otofl=
gmail-1.03-tls.patch, gmail-smtpd—auth—0.3150]| UC}.

“http://qmail .kldp.org/phpbb/viewtopic.php?t=7425" ollM cocktail T X|&
Ch2 gh=ct.

Ihttp:ﬁqmail.kldp.org,fphpbbhfiewtopic.php?t:}'425 | ~ | |V|-.'_=-----'_:i--

arted [5|Latest Headlinesw

kidp.org | A| £ 2122 - gmail - 38/

O =H| 27| - & FHM 5

4274 3:23 pm  F=H|: gmail tls.c:12: error: conflicting types for 'strerrar’ Hj 24 Eg D

20| UsHUX| glibc 2 HAARLUX|= 2232
HE (F &8 glibe 2.5 0| 49| 252 ZHAH oA
| ojRol oY B AL s 2t ol2{7 Lis 2R,

& TGl ZE Y o X el & A= ghEo] BERbsLch

www.shupporg/patehesitls strerrorpatch

| 87| Highe C
@linxustudy.pe.kr & H 2 FM2.0;

cocktail+tls .patchzip

coclktail+tls.patch.zip
19.11 KB
605




/temp/ Cl2E{2|of| Ct2 22 mX|E FAtstL,

"gunzip cocktail+tls.patch.zip" WHHZ

rootiokKisa-desk: [Temp

A
jo
MHH
o

oidiFy #ENE) =221V B0 (T) _S==2hH)
root@kisa-desk: /te unzip cacktail+tls.patch.®

“cd ./gmail-1.03"22 A C|2EEZ|Z o|= sict.

TUE BUE =210
root@Ekisa-desk: /tenp
root@kisa-desk: /tenp/gnad




“patch < ../cocktail+tls.patch.txt” W&o E ¢ladsict.

olelE) WEE) =)V EOiEm

root@kisa-desk: (tenp/gmail- # patch < ..IcocktaiI+t|5.patch.txtD [~]
patching file Mkefile
patching file Mikefile-cert.nmk
patching file TARGETS
patching file basebd.c
patching file baseGd.h
patching file cdb_seek.c
patching file chkspawn.c
patching file conf-cc
patching file conf-spawn
patching file date822fmt.c
patching file dns.c
patching file error.2
patching file error.h
patching file ipalloc.h
patching file ipne.c
patching file gmil-control.9
patching file gmil-local.c
patching file gmil-renote. 8
patching file gmil-renote.c
patching file gqgmil-send.9
patching file gmuil-send.c E]
3

patching file gmil-smipd.8
patching file gqmil-smipd.c

“vi gmail-smtpd.c" WS a35t09 gmail-smtpd.c TS A& FC}.

root@kisa-desk: fvar/tmp/gmail-1.03

el EdEE =7lv) Holdd) B0 ==2H) :
root@isa-desk: /var/tonp/gmail-1.03# pwd E

fvar/tnp/qmuil-1.03
root@kisa-desk: /var/tnp/gmail-1.08# vi qmail-smipd.c

[ TR |



rootimkisa-desk: fva r_.r'fmp,"qma'il-'i. 03

orglE) HEE) 220 EHoldD ®I =Z2HH)
nyssl = 55L_new{ctx); e
S3L_CIX_free(ctx];

if (lnyssl} { tls_err{"unable to initialize s5s51"}; return; }

/* this will also check whether publc and private keys match *f
if (!SSL use RSAPrivatekey file{nyssl, SERVERCERT, SSL_FILETYPE PEM ]
| S5L_free(nyssl); tls err{"no valid RSA private key"}; return; |

ciphers = env_get ("TLSCIPHERS") ;

it Llrinhersl [

if (control _readfile{&saciphers, "cunlrnlflIsserverciphers"l ) == 113
1' SSL_II.IIC'C{I!?::;IJ, L;.;C_LUILI.IU;!,IJ, )

if (saciphers.len} { /% convert all "\0's except the last one to ":' */
int i;
for {i = 0; i < saciphers.len - 1; ++i)

if (!saciphers.s|i]} saciphers.s]i] = '":';

ciphers = saciphers.s;

}

if (lciphers || !*ciphers) ciphers = "[EFAULT";
SSL_set_cipher_list{myssl, ciphers);
alloc_free(saciphers.s];

cset nonunber

“vi conf-spawn" WO E =it
root@kisa-desic [femp/gmail-1.03

SR e i) BB T SRR

chkspawn.c: In function ‘main’: (]
chkspawn.c:12: warning: return type of ‘main’ is not *int’

JSconpile auto-int.c

auto-int.c:10: warning: conflicting tyvpes for built-in function ‘puts’
auto-int.c: In function ‘main’:

auto-int.c:19: warning: return type of *mpin’ is not ‘int”

.fload aunto-int subsidio.a error.a str.a fs.a

.fauto-int auto_spawn "head -1 conf-spawn” > auto_spawn.c

.Jconpile auto_spawn.c

.{lpad chkspawn substdio.a error.a str.a fs.a auto_spawn.o

. fchk s pawn

(ops. Your system's FD SET() has a hidden limit of 1024 descriptors.
This neans that the gnmuil daenpns could crash if you set the run-tine
concurrency higher than 509. So I'mgoing to insist that the concurrency
limit in conf-spawn be at nost 509. Right now it's 1000.

nmake: *** [spawn.o] £ &F 1

. fchkspawn

Oops. Your system's FD SET() has a hidden limit of 1024 descriptors.
This neans that the gmmil daenpns could crash if you set the run-tine
concurrency higher than 509. 50 I 'mgoing to insist that the concurrency
limit in conf-spawn be at mest 509. Right now it's 1000.

neke: *** [spawn.o| 2§/ 1
rnal@kisa—desk:!len‘p!qmiI—l.

rootikisa-desk:

ftenp/gmmil-1.03#



gmail daemon&| runtime concurrency 7F 10002 2 conf-spawn o A
MEofUct. ol= A|AEIS| FD_SET() &=oll &= o 7|[28ez 2
E3l 2|sA0|AM= /usr/include/bits/typesizes.h ol __FD_SETSIZEZ} 1024
2 dYEJes 2 Mete| AE “509"2 HASIK| 2™ make THAO

Moozt L22 Hdeoh J[= dZEel 10008 AREStR 4 CHH

L=

‘root@kisa-desk: jtemp/gmail-1.03,

F) BFEE =7V EHoldD WO =8UH) -
509

This is a silent concurrency limit. You can't set it above 255. On sone
systens you can't set it above 125, qmuil will refuse to conpile if the
limit is too high.




“make; make setup check” WZHO{E 24501 AX[E il

rootiokisa-desks fiemp/gmail=1.03 =
_ﬂf%F{E} HEE) E?HE_} E{0|d(T) 'E*I[D ==IHH) =
patching file conf-spawn [~]

patching file date822fnt.c
patching file dns.c

patching file error.3
patching file error.h
patching file ipalloc.h
patching file ipne.c

patching file gmil-control.9
patching file gnail-local.c
patching file gmil-rennte .8
patching file gmuil-renpnie.c
patching file gmil-send.9
patching file qmail-send.c
patching file gmil-somtpd.8
patching file gmuil-smipd.c
patching file gmail.c
patching file received.c
patching file sendmail.c
patching file spawn.c
patching file ssl_tineoutio.c
patching file ssl_tineoutio.h
patching file tls.c

patching file tls.h

ract@kisa—desk:ftenp!qnniI—ICEE# nuke; make setup check :)

gmailo] HatXMQl 2FZ517|

°124510f SAE 0

|3l "./config—fast 2&F2/ o2l HWHOE

o

o
o
oln
Ju
o
Al

OrgliFy #E(Er =271 HOldm BT SEaiH) . i g
root@kisa-desk: ftenp/qmuil-1 5# ./config-fast ugsx.block25.or.kr > [~]

Your fully gqualified host nane is ugse. ok —or—tr

Putting ugsx.block25.or.kr into control/ne. ..

Putting block25.or.kr into control /defaul tdomain. ..

Putting or.kr into control/plusdomain...

Putting ugsx.block25.or.kr into control/locals...

Putting ugsx.block25.or .kr into control/rcpthosts. ..

Now qmail will refuse to accept SMIP nessages except to ugsx.block25.or . kr.
Mike sure to change rcpthosts if you add hosts to locals or virtualdomains!
root@kisa-desk: ftenp/gqmail-1.03# I

_10_



"vim /var/gmail/rc"E g dtct. mlo| &2 ofzfet Zct.

rootiokisa-desk: fvar/gmail

QiolpFy  EENEY  =20na BTy EBWT) 2oy
#!/bin/sh
exec env - PATH-"/var/gmail /bin:$PATH" gmail-start ./Mildir/

AHY MM AJBEE ZpMStE MY A Frf

= root@kisa-desk: fuvar/gmail
OFHEl EEE) =220) EHe[EI) BT =EShH)
root@kisa-desk: /tenp/gmail-1.03# . /config-fast ugsx.block25.or.kr E=

Your fully qualified host name is ugsx.block25.0r.kr.

Putting ugsx.block25.or.kr into control/ne. ..

Putting block25.or.kr into control/defaultdomin...

Putting or.kr into control /fplusdomin...

Putting ugsx.block25.0r.kr into control/locals...

Putting ugsx.block25.or.kr into control/rcpthosts. ..

MNow gmail will refuse to accept SMIP nessages except to ugsx.block25.or.kr.
Mike sure to change rcpthosts if vou add hosts to locals or virtualdomains!
root@kisa-desk: /tenp/fgmail-1.03# cd /varfgmail frc

-su: cd: /wvarfgmailfrc: Mo such file or directory

root@kisa-desk: /tenp/gqmail-1.03#% cd fvar/qmail

root@kisa-desk: /fvarfqmail# vi_gc

root@kisa-desk: /fvar fgnye vim rc

root@kisa-desk: /fvar fgnidh]# chomod a+x fvar/gmail/rc

root@kisa-desk:

fvar/qmil#

(<]

_11_



MY =0 LWRE AFEEI} YxE ClAE2|E MAEC)

=)

rootakica-deck: /var/gmail

orgliEl HEE) =20V EojEm ®iT) =8ZHH)

root@kisa-desk: ftenp/gmail-1.03# ./config-fast ugsx.block25.0r .kr
Your fully qualified host nane is ugsx.block2b.or. kr.

Putting ugsx.block25.o0r . kr into control/me...

Putting block25.or.kr into control/defaultdomain. ..

Putting or.kr into control/plusdomin...

Putting ugsx.block2b.or . kr intoe control/locals...

Putting ugsx.block25.o0r . kr into control/rcpthosts. ..

MNow quail will refuse to accept SMIP nessages except to ugsx.block25.or.kr.
Mike sure to change rcpthosts if you add hosts to locals or virtualdonmins!

root@kisa-desk: /tenp/gmail-1.03# cd /var/gmail/rc
-su: cd: /var/gqmail/rc: No such file or directory
root@kisa-desk: ftenp/gnail-1.03# cd /varfgnmil
root@kisa-desk: fvarfgmail# vi rc

root@kisa-desk: /var/gmail# vimrc

root@kisa-desk: /var/gmail# chopd at+x Jvar/gopilfrc

root@kisa-desk: fvar/gmail# nkdir -p /var/qmail /supervise/qmail-send/log
root@kisa-desk: /var/goai nkdir -p /var/gmuil/supervise/gmail-smpd/log
root@kisa-desk: fvar/gnai chimod +t fvarfqmil fsupervise/qmail-send
root@kisa-desk: /var/gmai chood +t Jfvar/gmamil /fsupervise/qgmail-soipd

H 3 H

root@kisa-desk: fvar/gmai

L

% Chs CIEEZ(2] 9 ALEALe] A o et U2 =22

o

M3

Ct. Nvar/gmail/supervise/ (gmail 7|54 7+& AT E/EJ} A& C/HE/Z])

/var/gmail/supervise/gmail-send/runol] HYLUE&EE FE AJEEE
ct

A 51

O

Kisa@kisa-desk: —

OrdEy ®=ENE) =E27HV) EO0IE(I) BT ==2ZhH)
#! /bin/sh
exec fvar/gmil/rc

vaarfqrmiIfsupervisefqn‘niI-sendfrunl [readonly] 3 lines, 30 characters

_12_



/var/gmail/supervise/gmail-send/log/rundl| HYLE&EE =5 AJEEE =}
Aeict,

Kisa@Kisa-desk: ~

_OrH(F) EEE) 2700 B0 BT =S52HH)

B! /bin/sh £
exec fusr/local//binfsetuidgid qmaill fusr/local/bin/fmltilog t /var/log/qnuil

vaarfqrmiIfsupervisefqnniI—send!lcg!run'l [readonly] 2 lines, 88 characters

s 208 AJZEE XM sict
kica@lisa-desle ~

OH(E) ®E(E) =21V E0Ig(I ®(I =8
#! fhin/sh ]
Q UIDES(id -u qmuild)
0 GID=s{id -g qnuild)
exec fusr/local/bin/softlimit -m 7680032 \
fust/local /binftepserver -vHRI 0 -x Jetc/tep.snip.cdb \
-u $Q UID -g $Q GID 0 25 fvar/gouil /bin/qmuil-smtpd block25.o0r kr 1
/binfcmi5checkpw /binftrue 2s8&1

vaarfqrmilfsupervisefqrmiI—snipdfrun"l [readonly] 8 lines, 257 characters

_13_



MY M 23 A3EEE =t siC)

2] Kisamkisa-desic: ~

o(F) #E(E) 221N EodI) @I =82HH)

#! fbin/sh

exec fusr/local/bin/setuidgid gnuill Jusr/local/binfmultilog t /var/log/qomuil /smipd

I"h’ar!qnniHsup«ervise!qnnil-snipd!log!run"l [readonly] 3 lines, 95 characters

-

T& 208 Estedof A@ARE =}

root@kisa-deslc fvar/qmall/supervise

i [ =S W 3 = W= b [ A Y = e L= [ W= T

ot

root@kisa-desk: /var/fgmil/supervise#
un

root@kisa-desk: /varfqmail fsupervise#
ogfrun

root@kisa-desk: /varfgmil/supervise#
log/run
root@kisa-desk: /var /gmail fsupervise#
run

chnod 755

chmod 755

chnod 755

chmod 755

fvar/gmuil/supervise/gmil-send/r|

{var fqmail fsupervise/gmail-send/|
fvar/gmuil/supervise/gmuil-smpd/

{var/gmail fsupervise/gmail-smipd/

[l |

_14_
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AHY d2e 218 C3E2E e AHY 2Z-& 7K (gmail)ollA A
g2 Fch

rootiekisa-desks jvarjgmail/supervise

meiF) ®EENE) =2V HOolET BT =8THH)
root@kisa-desk: /var/gmuil fsupervise# nkdir -p fvar/log/gmil/fsmtpd k!
root@kisa-desk: /varfgmail /supervise# chown gmaill /var/log/qmil fvar/log/qmil/
s pd

TOOT ORI SO - UC SR . VAl eI I SupC I v IsSeY

(L]

M Zajlo] M mAQl tecp.smip TS tcpservero| A QUAIE = U=
cdb T2 okE0o| F=c}f.

=) root@kisa-desk: jvar/qmail/supervise

root@kisa-desk: /var/gmail /supervise# tcprules J/etc/tcp.smtp.cdb ;‘etc-“tcp.snip.tn!:]
p < fetc/tcp.smip
Too lsa-desk: /var/qnuilJSUPEIvVISe

_15_



Amde Mol H2IA HH(root)22 HYUS HUX ooz HUMH
A EE XFs =cf

rootikKisa-desk: frar/gmailfalias

orelE) HEEHE) 220V EolEd B =22HH)
root@kisa-desk: /var/gmilfalias# pwd (=l
fvarfaomilsalias

root@kisa-desk: /var/qmil falias# echo kisa > /varfgmilfalias/. qmil-root
root@kisa-desk: /var/gmailfalias# echo kisa > (var/gmail/falias/.gqmail-postmaster
root@kisa-desk: /varfgmailfalias# echo kisa > /varfgmilfalias/.qmil-mailer-daen
on

root@kisa-desk: /var/fgmail /alias# chopd 644 .qmuil-root .gqmail-postmaster .qmail-
nailer-daemn

gmail Birds HAsIUS 4= wHi=eg & + 222 "man -M
S

/var/gmail/man/ gmail" WS E =245}

Kiea@ikica-deck: rarfgrmdilfrinan

B AN = = = = 11 b =S ==
:~% cd /var/gnmil Has
kisa@kisa-deskl /var/gmuil$ cd man
kisa@isa-deskl fvar/gmail fman$ man -M . gmail
kisa@kisa—desk.avnu:qum--umu.p

_II]—%[{E}_ ﬂ?ﬂ_{E}
kisa@kisa-des

_16_
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Users who want to control incoming nessages should read dot-gnmil(5).
Available commands for the .qmuil file include gbiff(1), greceipt(1l)],
forward(1), bouncesaying(l), and condredirect{(l). Other helpful com
mands include maildirmake{1l), maildir2nbox(1), and maildirwatch{1).

System administrators who want to control the entire qmmil system
should start with gqgmail-control(5) and gmail-start{8). There are three
queue-nonitoring tools: gqmil-qread(8), qmil-qstat{(8), and qmil-
tepto(B8). Incoming SM'P connections are handled by gmail-sntpd{8) .

qmail offers twoe conomnd-line nessage-sending interfaces: qmail-
inject(8) and mailsubj(1l). For background information on Internet nmil
nessages, see addresses(5), envelopes(5), gqmuil-header(5), and forg-

eries(7) .

Miscel laneous docunentat ion includes qmail-limits(7}) and qmail-
pop3d(8) .

This docunentat ion describes version of qnail. See
hittp: //pobox.com’~djb/qmil .html for other q “Telated software.

gqoail (7)

p gqmail(7) line 10/34

I 50| 5|22 STPE 5 A2 H<st M=x| it
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STEP 2 openSSL &9 ¥ Ax

% Cyrus — SASL2 Libraryel Zd< openssl 0.9 B{Zof| AHZ=7| o
openss| 0.9 H{XO|ste| A= MX|E sto{of Shct

“dpkg —| | grep ssI"@HO =

=] root@kisa-desic /ftemp/certs

IR ETE =70 EolEm g =) =
root@kisa-desk: ftenpfcerts# dpkg -1 | grep ssl [=~]
ii libflacs 1.2.1-1.,2

o nssless Audio Codec - runtine C librar

ii libss10.9.8

0.9.8g-10. lubuntu2 . 2

ed libraries
ii libwavpackl 4.50.0-1

e dio codec (lossy and lossless) - librar
ii 0.9.8g-10.lubuntu2.2

fre Socket Laver (SSL) binary and related

ii openssl-blacklist 0.4.2
list of blacklisted OpenSSL RSA keys
ii ssl-cert 1.0.23

sinple debconf wrapper for OpenSSL
root@ isa-desk: ftenpfcerts# |

s le=ailEE=all

oihgiiE) HETEHE) =Zi) Efolgil
root@kisa-desk: fetc/post fi
T REFxZ
2lEqg4d =85
HE] FEE g

# apt-get install openssl

t FHEdH...

Erx F8US
G o R T = TSR o =

openssl % 2] 0] [ e B I R = e =1 [ TR i =

07 Fgasel=, 071 A= A, 07] A7 B®EIN Pade= & .

root@isa-desk: /etc/postfix# [

B

s
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STEP 3 STARTTLS AX ¥ @t

SMTP-AUTHE S8t 9152 T8 Al AF8At ofo|CI9t HAYES & stelx 241
Mol EctH ALSA HEQ =3 20| YSDE ol Hesy| AsiAE ol
2 AMHel Z2l0|HE Atole] &4lof SSL/TLS &4 MYEE HIsk= STARTTLS
(STARTTLS= RFC24870l He|El SMTP Z2EZ°o| =&o2Z SSL/TLS AHE S Of

Eoff ol &S =at st YY) HIIXE LRG0 AFSA HE LES

i

Z|&~stoff of et

SSL/TLS &4lid T+4& ®lsiA= SSLelZSMII 2235t o] SSLelE
S7|12HCA)el SSLMHRISME TALE Lo ®HL Jielo] AMESSLRISME
A

stz 2ol At SSL E7|2(CA)0l HA2E SSL AMHASME wg 2aXt

x
rir
o

0=

p

Stl= 4% ¢t= ™MEHE °2l&(www.signgate.com), &= MX} 21E5(gca.crosscert.co

Zol = Z(CASE 1) STEP 55H ZIdstH ok &2 SSLid 742 SHA|

ots A (CASE 1)= STEP 55E Zd#stH =t

M OAMESSLRIBAM ALE Al AFEADE MYMHE F&2 2 miojct "AMElg = 8ls

ISM"El= MAIX] EA|
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STEP 4 A2 AFAM B4

Idd /var/gmail/bin/gmail-smtpd" W E ¢l stc}.

rootiokisa-desk: [home/kisa

oglE) EEE 22N Eolg D =524 =
root@kisa-desk: /home /ki s varfgmail/bin/gmil-smtpd [~]
li Oxb7 8 f000)

Ilbssl so.0. ‘3 8 == msr/lib/i686/cnov/libssl.s0.0.9.8 (0xb7f20000)
Ilbcrvptc 50.0.9.8 2 fusr/lib/iG86/cmov/libcrypto.so.0.9.8 (0xb7dd4000)
ib/tis/iGB6/cmov/1libc.so.6 {(0xb7c75000)

Ilbdl s0.2 => /lib/tls/i686/coov/libdl.s0.2 (0xb7c71000)

libz.so.1 == fusr/lib/libz.so.1 (0xb7c5b000)

flib/ld-linux.s0.2 (0xb7 f75000)

root@kisa-desk: fhome/kisa#

% Chs CIEEZ[o] 9 ALEALS] M| ol w2t U2 428 4F

ct. Wvar/qmail/bin/ (gmail 48 B E0] A6 U= C/HEZ])

_20_
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AMAQIESM HZEH2 218l “openssl req —-new —x509 —nodes —out /var/gmai
|/control/servercert.pem —days 365" WZHO{E ¢l25tc},

THE) HEEHE) =2l B0l BT ==22HH)
i - % openssl reqg -new -x509
rt.pem -days 365
Generating a 1024 bit RSA private key
.................... s

-node s fvar/gnuil fcontrol fserverc

- out

writing new private key to 'privkey.peny

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What yvou are about to enter is what is called a Distinguished Mane or a DN
There are guite a few fields but vou can leave sone blank

For sone fields there will be a default value,

If you enter '.', the field will be left blank.

Country MNane (2 etter code) [AU]:KR

State or Provincd Mame ( full name) |Sone-State]:Seoul

Locality Maoe (ef, city) []:S5eoul

Organization Mang (eg, conpany)] [Internet Widgiis Pty Lid]:Block25 Lid.
Organizational Wit Manme (eg, section] []:S5S5L Team

Common Mane (eg, [YOUR name) []:ugso.block25. . or . kr

Ermil Address [|{postnmsterfugso.block25.0r . kr =

root@kisa-desk: [#

% ChE CIEEZ(2] 9 ALEALe] x| ol wet U2 =22

[ =

Ct. fvar/gmail/control/ (Z|& 4&5f0f A Ztet C/2HE{z])

nx
0%
ro

“chmod 640 /var/gmail/control/servercert.pem" W& 0{E |24 o},
a

“chown aqmaild.gmail /var/gmail/control/servercert.pem" WZ0o{ES 24t
Ct.

root@kisa-desk: fhome/kKisa

otelE)y HEHEr =27 EalE(T) 'ﬂ{I] EE_“H{H}
root@isa-desk: fhone fkisdg# chnod 640 fvar/gomail fcontrol/servercert.pem E 3
root@isa-desk: fhone/kisg# chown gmuild.gmmil /var/gnuil fcontrol fservercert.pem
rooti@kisa-desk: fhome /k i s
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“In —s /var/gmail/control/servercert.pem /var/gmail/control/clientcert.pem"
HWHOE st

rootmkisa-desk: fhome/kisa

OH(F) ®EE =22)v) EOlgm ®I ==ZEHH)
root@kisa-desk: /hone/kisa# In -s /varfqmail/control/servercert.pem fvarfqlmilfca;.ﬂ_
|1lrn|fcliﬁ'|1[c'er[.p£'nl
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STEP 5 cocktail X A%

¥ gmail?] B cocktail @x| SIL}Z smtp—auth, tls/ssl S &AH Mx
g AcCt. cocktail @ xle] A< 1.03 HEM Mx|7ls St mx| ool =
gmail-1.03-tls.patch, gmail-smtpd-auth—0.3150| UC}.

“http://gmail.kloll .org/phpbb/viewtopic.php?t=7425" HA| 20l cocktail i
%7} 22le} ez Ci2E dtg ot=g Ec},

ihttp:ﬂqr‘nail.kldp.org;phpbbmiewtopic.php?t:?425 | ~ | |v | =

arted [5|Latest Headlines~

kidp.org 2| A & 2102 o gmail - 28R

Ol =Rl 22 ctE FH 5

4272 3:23 pm  F=H|: gmail tls.c:12: error: conflicting types for 'strerror’ o 2] Eg L

Eo| ReACUX glibc 2] HI AR = ==X
HE (F= &3t glibe 2.5 0| & 9] 2j52 2YHF])O| A
| olfo 2EE B HR ts 2 {7 LIEE R

& 6l ZE g X ol s M E 2heEd 2Riast

www.shupporg/patches/tls. strerrorpatch

| BIOEAIZ| EFEI-ICH
@linxustudy.pe.kr 2 M2 T2 .08

cocktail+tls . patchzip

cocktail+tls.patch.zip
19.11 KB
605 =
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gmail &2 ClEZ|o|lM ZIEY T xE X sl =Cl.
“patch < ../cocktailttls.patch.txt”& |2 sict.

root@ikica-desk: ftemp/gmail-1.02
OH2HE) ®=ENE) =20 EHOjgEd S=NI) =)
root@kisa-desk: ftenp/igmail - ..IcocktaiI+l|5.patch.txD [=]
patching file Mkefile
patching file Mikefile-cert.nk
patching file TARGETS
patching file baseG4.c
patching file baseBi.h
patching file cdb_seek.c
patching file chkspawn.c
patching file conf-cc
patching file conf-spawn
patching file date822fnmt.c
patching file dns.c
patching file error.3
patching file error.h
patching file ipalloc.h
patching file ipme.c
patching file gmil-control.9
patching file gmil-local.c
patching file gmil-renote. 8
patching file gmil-remote.c
patching file gmil-send.9
patching file gmil-send.c
patching file gmail-smpd.8
patching file gmail-smipd.c

# patch -

Em]

ZHuotel A=Hofl FD_SET()&=2l &7} 10242 MESo{UCHH QMAILE]
=Zo0lM  SAIAME|7F 5098 HE2 F 8ok 7[2d™2 1000022
conf-spawn Zt2| 10002 5092 ITXF1 cCHA| Haelg AlTsict

= rootiokisa-desic /temp/gmail-1.03 |

HUE BHE 220 EHOED WO SSUE _
chkspawn.c: In function ‘main’: (=]
chkspawn.c:12: warning: return type of ‘mmin’ is not ‘int’

JSconpile auto-int.c

auto-int.c:10: warning: conflicting types for built-in function ‘puts’

auto-int.c: In function ‘main’:

auto-int.c:19: warning: return type of ‘mmin’ is not “int”

.fload aunto-int subsidio.a error.a str.a fs.a

fauto-int auto_spawn “head -1 conf-spawn’ > auto_spawn.c

Sconpile auto_spawn.c
./ load chkspawn substdio.a error.a str.a fs.a auto_spawn.o

. fchkspawn
Oops. Your system’s FD SET() has a hidden limit of 1024 descriptors.
This neans that the gmail daenons could crash if you set the run-tine

concurrency higher than 509. So I'mgoing to insist that the concurrency
limit in conf-spawn be at nmost 509. Right now it's 1000.
make: *** [spawn.o] & &F 1

. fchkspawn
Oops. Your system’s FD SET() has a hidden limit of 1024 descriptors.
This nmeans that the gmail daenons could crash if you set the run-tine

concurrency higher than 509. S50 I 'mgoing to insist that the concurrency
limit in conf-spawn be at nost 509. Right now it's 1000.

neke: *** [spawn.o] & &/ 1
rocl@kisa—desk:flerrpfqn‘niI—l. ‘

root@kisa-desk: ftenp/gomil-1.03#

| I
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gmail daemon&| runtime concurrency 7F 10002 2 conf-spawn o A
MElofelct. ol= AlAaEIe] FD_SET() &=ofl &= U= 72Xz &
E3l 2|sA0|AM= /usr/include/bits/typesizes.h ol __FD_SETSIZEZ} 1024
2 MdFEOJUEZ ATt AE "509"2 HASHK|] 22™ make THA|
M oozt 22 #HAsc 72 AMdAEel 10002 ArEstl 4chH
/usr/include/bits/typesize.hollA __FD_SETSIZEE 20482 A5t ZAHuled
=3

‘root@kisa-desk: /temp/gmail-1.03

) BEEE =7(¥ HIED ®BO =8UH) o
509

This is a silent concurrency limit. You can't set it above 255. On sone
systems you can't set it above 125. gmail will refuse to conpile if the
limit is too high.
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make, make setup check W02 Hu % HIZ gmailg Mx|sict.

rootiokisa-desk: ftemp/gmail=1.03

i) ®EE =220 EHoldm ®(I =82HH)

patching file conf-spawn =
patching file date822fnt.c
patching file dns.c

patching file error.3
patching file error.h
patching file ipalloc.h
patching file ipne.c

patching file gmil-control.9
patching file gmail-local.c
patching file gmil-renote. 8
patching file gqmil-remnte.c
patching file gmail-send.9
patching file qmail-send.c
patching file gmail-smpd.8
patching file gqmil-smipd.c
patching file gmail.c
patching file received.c
patching file sendmail.c
patching file spawn.c
patching file ssl_tineoutio.c
patching file ssl_tineoutio.h
patching file tls.c

patching file tls.h

raal@kisa—desk:ftenp!qnniI—l(ﬁé# nuke; make setup check :>

gmailol Fa&Ql 2F3t7| 2l &2 CI2E2|oAM " /config-fast 2F &
of Eafol" HHOIE st SAE 0|§8 SEeitch

rooti@kisa-desk: ft emplgmail-1.03

oi(E) EEE =270y HOolZ(@ @I 2HH) ]
root@kisa-desk: /tenp/qmail-1. I !canflg fast uqsx block25.0r .kr } [~]

Your fully qualified host nane is ugsy. rocEsS—or—kr-

Putting ugsx.block25.or.kr into control/ne. ..

Putting block25.or.kr into control/defaultdomain. ..

Putting or.kr into control/plusdomain...

Putting ugsx.block25.or.kr into control/locals...

Putting ugsx.block25 . or . kr into control/rcpthosts. ..

Now qmail will refuse to accept SMP nessages except to ugsx.block25.or . kr.
Mike sure to change rcpthosts if you add hosts to locals or virtualdomains!
rooti@kisa-desk: /tenp/qmuil-1.03# I
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/var/gmail/rc mte| Lj22 olafet Zct.

[ rootiokisa-desk: fvar/gmail
v = 1 AP 3 1 = S = B L N =2 o L i L= 1 S === = |
#1/bin/sh =]

exec env - PATH="/var/qmail /bin:$PATH" gmil-start ./Mildir/

AHY MM AJBEE ZpMStE MY A Frf

= mkisa-desks jvar/gmail
COHEE) EE(E) =22 HOIEI) I =EEHH)
root@kisa-desk: /tenp/gmail-1.03# . /config-fast ugsx.block25.or.kr E=

Your fully qualified host name is ugsx.block25.0r.kr.

Putting ugsx.block25.or.kr into control/ne. ..

Putting block25.or.kr into control/defaultdomin...

Putting or.kr into control /fplusdomin...

Putting ugsx.block25.0r.kr into control/locals...

Putting ugsx.block25.or.kr into control/rcpthosts. ..

MNow gmail will refuse to accept SMIP nessages except to ugsx.block25.or.kr.
Mike sure to change rcpthosts if vou add hosts to locals or virtualdomains!
root@kisa-desk: /tenp/fgmail-1.03# cd /varfgmail frc

-su: cd: /wvarfgmailfrc: Mo such file or directory

root@kisa-desk: /tenp/gqmail-1.03#% cd fvar/qmail

root@kisa-desk: /fvarfqmail# vi_gc

root@kisa-desk: /fvar fgnye vim rc

root@kisa-desk: /fvar fgnidh]# chomod a+x fvar/gmail/rc

root@kisa-desk:

fvar/qmil#

EET
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MY =0 LWRE AFEEI} YxE ClAE2|E MAEC)

=)

rootakica-deck: /var/gmail

orgliEl HEE) =20V EojEm ®iT) =8ZHH)

root@kisa-desk: ftenp/gmail-1.03# ./config-fast ugsx.block25.0r .kr
Your fully qualified host nane is ugsx.block2b.or. kr.

Putting ugsx.block25.o0r . kr into control/me...

Putting block25.or.kr into control/defaultdomain. ..

Putting or.kr into control/plusdomin...

Putting ugsx.block2b.or . kr intoe control/locals...

Putting ugsx.block25.o0r . kr into control/rcpthosts. ..

MNow quail will refuse to accept SMIP nessages except to ugsx.block25.or.kr.
Mike sure to change rcpthosts if you add hosts to locals or virtualdonmins!

root@kisa-desk: /tenp/gmail-1.03# cd /var/gmail/rc
-su: cd: /var/gqmail/rc: No such file or directory
root@kisa-desk: ftenp/gnail-1.03# cd /varfgnmil
root@kisa-desk: fvarfgmail# vi rc

root@kisa-desk: /var/gmail# vimrc

root@kisa-desk: /var/gmail# chopd at+x Jvar/gopilfrc

root@kisa-desk: fvar/gmail# nkdir -p /var/qmail /supervise/qmail-send/log
root@kisa-desk: /var/goai nkdir -p /var/gmuil/supervise/gmail-smpd/log
root@kisa-desk: fvar/gnai chimod +t fvarfqmil fsupervise/qmail-send
root@kisa-desk: /var/gmai chood +t Jfvar/gmamil /fsupervise/qgmail-soipd

H 3 H

root@kisa-desk: fvar/gmai

L

% Chs CIEEZ(2] 9 ALEALe] A o et U2 =22

o

M3

Ct. Nvar/gmail/supervise/ (gmail 7|54 7+& AT E/EJ} A& C/HE/Z])

/var/gmail/supervise/gmail-send/runol] HYLUE&EE FE AJEEE
ct

A 51

O

Kisa@kisa-desk: —

OrdEy ®=ENE) =E27HV) EO0IE(I) BT ==2ZhH)
#! /bin/sh
exec fvar/gmil/rc

vaarfqrmiIfsupervisefqn‘niI-sendfrunl [readonly] 3 lines, 30 characters
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/var/gmail/supervise/gmail-send/log/rundl| HYLE&EE =5 AJEEE =}
Aeict,

kisa@kisa-desk: ~

_OrelE) HEEIE) 2700 EOIET) BT =SEHH)

B! /bin/sh LA
exec fusr/local /binfsetuidgid qmaill fusr/local/bin/fmltilog t /var/log/qnuil

I!van’qrmiIIsupervise!qn‘aiI—send!log![un'l [readonly] 2 lines, 88 characters

s 208 AFBEE XM sict
fi=l kisa@kisa-desk: =

OH(E) ®E(E) =21V E0Ig(I ®(I =8
#! fhin/sh ]
Q UIDES(id -u qmuild)
0 GID=s{id -g qnuild)
exec fusr/local/bin/softlimit -m 7680032 \
fust/local /binftepserver -vHRI 0 -x Jetc/tep.snip.cdb \
-u $Q UID -g $Q GID 0 25 fvar/gouil /bin/qmuil-smtpd block25.o0r kr 1
/binfcmi5checkpw /binftrue 2s8&1

vaarfqrmilfsupervisefqrmiI—snipdfrun"l [readonly] 8 lines, 257 characters
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MY M 23 A3EEE =t siC)

2] Kisamkisa-desic: ~

o(F) #E(E) 221N EodI) @I =82HH)

#! fbin/sh

exec fusr/local/bin/setuidgid gnuill Jusr/local/binfmultilog t /var/log/qomuil /smipd

I"h’ar!qnniHsup«ervise!qnnil-snipd!log!run"l [readonly] 3 lines, 95 characters

-

T& 208 Estedof A@ARE =}

root@kisa-deslc fvar/qmall/supervise

i [ =S W 3 = W= b [ A Y = e L= [ W= T

ot

root@kisa-desk: /var/fgmil/supervise#
un

root@kisa-desk: /varfqmail fsupervise#
ogfrun

root@kisa-desk: /varfgmil/supervise#
log/run
root@kisa-desk: /var /gmail fsupervise#
run

chnod 755

chmod 755

chnod 755

chmod 755

fvar/gmuil/supervise/gmil-send/r|

{var fqmail fsupervise/gmail-send/|
fvar/gmuil/supervise/gmuil-smpd/

{var/gmail fsupervise/gmail-smipd/

[l |
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AHY d2e 218 C3E2E e AHY 2Z-& 7K (gmail)ollA A
g2 Fch

rootiekisa-desks jvarjgmail/supervise

meiF) ®EENE) =2V HOolET BT =8THH)
root@kisa-desk: /var/gmuil fsupervise# nkdir -p fvar/log/gmil/fsmtpd k!
root@kisa-desk: /varfgmail /supervise# chown gmaill /var/log/qmil fvar/log/qmil/
s pd

TOOT ORI SO - UC SR . VAl eI I SupC I v IsSeY

(L]

M Zajlo] M mAQl tecp.smip TS tcpservero| A QUAIE = U=
cdb T2 okE0o| F=c}f.

=) root@kisa-desk: jvar/qmail/supervise

root@kisa-desk: /var/gmail /supervise# tcprules J/etc/tcp.smtp.cdb ;‘etc-“tcp.snip.tn!:]
p < fetc/tcp.smip
Too lsa-desk: /var/qnuilJSUPEIvVISe




Amde Mol H2IA HH(root)22 HYUS HUX ooz HUMH
2| XA™E X Fs| =t

) rooti@kisa-desk: rar/qmail/alias

oelE) ®EIE) 270y Hojgl =D =8%hHd)
root@kisa-desk: /varfqmiil/falias# puwd (=]
fvarfaopilialias

root@kisa-desk: /var/gmailfalias# echo kisa > /varfqmil/alias/.qmil-root
root@kisa-desk: /var/gmailfalias# echo kisa > (varfgomamil/alias/.qmail-postmaster
root@isa-desk: /var/gmilfalias# echo kisa > /varfgmil/alias/.qmil-miler-daen
orl

root@kisa-desk: /var/qmailfalias# chood 644 .qmuil-root .qmail-postmaster .qgomail-
mailer-daemn
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STEP 6 Submission 37}

submission F7F 2/l "mkdir gmail-smtpd—sub", “mkdir gmail-smtpd-su
b/log WaEHolZ ClAEZ|E MM s F “chmod +t gmail-smtpd—-sub" &
o2 et Zct. I chg JEAMME 22t Cl3Ee[E SAEich 7|1&
9| /var/gmail/supervise/gmail-smtpd/oll /x|t 22 = A5t 587XZEE

sl ALESH7] 2o HE35t= Aol

RN N ECER RSBl supernvise
OIEHE) HEEE) =71 BolgT ®iI =sZHH)

root@ isa-desk:~# cd /var/qmail/supervise g |
root@isa-desk: /var/qmail/supervise# nkdir gomail-smpd-sub

root@kisa-desk: fvar/gmil fsupervise# nkdir gmil-smipd-sub/log
root@kisa-desk:/var/gmuil/supervise# chond +t /var/gmuil/supervise/gmuil-snmipd-s
ub/

root@ isa-desk: /var/qmail/supervise# cp /var/gmail/supervise/gmail-smpd/run /va
r/gmuil fsupervise/gmail -smipd-sub/

root@isa-desk: /var/qmail/supervise# cp /var/gmail/supervise/gmuil-smipd/log/run
jvar/qmail /supervise/qmail-snipd-sub/log

root@isa-desk: /var/qmuil/supervise# cp /var/gmail/bin/gmail-snipd /var/qmail/bi
n/gmail-sntpd-sub

COULTTER T 5d -UESE . TVdAdl TUINE T D SUPE TV T 58w |
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“vi /var/gmail/supervise/gmail-smtpd—sub/run"@Z 0| E ¢|2{5l0{ 587EZE
of chiet MM +Hsicl.

ohE) HEENE) =) EHoigil ofH)
kisa@kisa-desk: Vi a’vara’qrmiIa’supervise:’qrmiI—srrlpd—sub!@ E

oz gzt Zol +=Hs|=Ect

3 Kisawkisa-desk: ~
ohEE) H=ENE) =27V EHOgm ®I) E=E2ZHH)

#!/hin/sh

QUIDES(id -u goaild)

Q GID$(id -g qmaild)

exec fusr/local/bin/saoftlimit -m 7680032 \
fusr/local/bin/tcpser

’ HRI 0 -x fetc/tep2.smip.cdb
-u $QUID -g $Q GID -@

fvar oo ’ - R i b block?25.or. kr
bin/comd5checkpw /binftrue 258&1

"fvarfqmuil fsupervise/gnuil-sotpd-subfrun” [readonly] 9 lines, 273 characters
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MH|A AlZH2 Qs 23 E stct. “In —s /var/gmail/supervise/gmail-smtpd
—-sub/ /service/” WHOE QI sict,

kisa@kisa-deslk: ~

ohgF) ®EEE) E2IV) EOEl BT S =ghH)
kisa@kisa-desk:~€In -s /var/qmail/supervise/qmuil-smpd-sub/ /service/ > [~
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STEP 7 pwcheck $1F 2E AX

¥ AUTH LOGINZ 37| 9IslA= pwcheck, saslauthd, cmd5checkpwS
jARE oF 2ES MX|soksict, 2 ofrgolAM = cmd5checkpw Z|&
o=z Mx|& sl

% 7|&o0f SMTP-AUTH check T2 g M= MY Ao H 2z ==
Jgo| = MAE=S sfof gt

cmdbcheckpwid x| & 2|5l CI*ZE $toh. “wget http://members.elysium.pl
/brush/cmd5checkpw/dist/cmd5checkpw—0.22.tar.gz"E ¢!23 st}

root@KISa=0esic ten
OHHE) HEHE) H21y) EHOgD ®|I =8
root@kisa-desk: /tenp# wget hitp://menbers.elysium pl /brush/cod5checkpw/dist femd5LE
checkpw-0.22 . tar.gz
--2008-0b-01 13:21045-- http!//nenbers.elysiumpl/brush/cniocheckpwidist/endbch
eckpw-0.22 . tar.gz
Resolving nenbers.elysiumpl... 212.106.4.50
H 4 nenbers.elysiumpl|[212.106.4.50]:80... H£4£9.
HITP request sent, awaiting response... 200 K
Length: 24323 (24K) Japplication/x-gzip]
Saving to: “cndscheckpw-0.22 tar.gz'

l{}0%]::::::::::::::::::::::::::::::::::::::_‘}] 24_323 EH.J_KJ"S in 'D.BS
2009-06-01 13:21:48 (29.1 KB/s) - “cmd5checkpw-0.22.tar.gz' saved [24323/24323]

root@kisa-desk: /tenp#

BEw
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“tar zxvf cmd5checkpw—0.22.tar.gz"

mjn
1) ]Ig
1
ol
2
2
M
mo
=ol|__|
=
o
o

Or(F) ®ENE) =2

W) EOoIg(T &I ==3hH
root@kisa-desk: /te ar zxvf codbcheckpw-0.22 . tar.gz

"ced cmdb5checkpw—0.22"& 124510 C|2EE| 0| =

“make && make install” 2 A x|gtC}.

S
n

rooti@kisa-desks [femp/cmdscheckpw-022

Or(F) HEE) =221V B0 T
root@kisa-desk: /tenp#|
root@kisa-desk: /tenp/

=& 2H)
cd codScheckpw-0.22
FrdScheckpw-0.2248 nmake &% make install

L]
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“touch /etc/poppasswd"

"chown checkpw /bin/cmd5checkpw"

"chown checkpw /etc/poppasswd"

"chmod 400 /etc/poppasswd" & xt2|CtHZ Qi=d5tCt,

rooti@Kisa-desk: [temp/cmdbcheckpw-0.22

orgE) #®EEE) 271V Eojg@d B S==Z2hH)

root@kisa-desk: ftenp/cmdbcheckpw-0.22# touch fetc/poppasswwd E5)
root@kisa-desk: /tenp/cndbcheckpw-0.22# chown checkpw /binfecmd5checkpw
root@kisa-desk: ftenp/cmdbcheckpw-0.22# chown checkpw Jetc fpoppasswd
root@kisa-desk: /tenp/cnd5checkpw-0.22% chnod 400 /etc/poppasswd

root@kisa-desk: ftenp/cmdbcheckpw-0.22#

A4S E MHS nfdg WA /MM Stot “vi Jetc/poppasswd'E 23St}

root@kisa-desk: ftempfcmdscheclkpw-0.22

oQNE) BEE 27V E0IYd WO SSH)

root@kisa-desk: fterrp!cm:lScheckpﬁr—OJE vi fetc/poppasswd [=

_38_



ofziet Zo| “HM:HUHS" HEf = = sict,
| (= root@kisa-desk: ftemp/cmdbcheckpw=-0,22

"letc/poppasswd” [readonly] 3 lines, 37 characters
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STEP 8 &% ¥<

“telnet localhost 25" WO E 248t & “ehlo" 2 ¢ stot
“250-STARTTLS”2 SSLild T4

o M8
N2  SMTP-AUTH?F M8 Z% U2tk TIE stuets EAD} o
sle AP MSEE O Eelg o} st

3 Kicamkita-desk: ~
mhbgE) ®EHE) =27lv) Eoldm =D ==2ZHH)
kisa@kisa—desk:~$|lf:incl lacalhost 25 I
Trying 127.0.0.1...

Connected to localhost.

Escape character is '#]'.

22 ESMP
ehlo ugso.block25 . or kr
250 - n f kI

250-STARTTLS

250-AUTH LOGIN CRAM ME PLAIN
250-AUTHELOGIN CRAM MB PLAIN
20U -FIPELTINI NG

250 BBITMME

N

587H ZEX ZstAH Eeldtct.

1S KISH=CIES kL

mrdE) HEEENE) =27 EOIE(T) BT =SZHH)
kisa@kisa—desk:~$|lelnel localhost 58T| [=]
Trying 127.0.0.1. .=
Connected to localhost.
Escape character is "A]".
220 e et

ehlo ugso.block25.0r . kr
250-ugso. DToCE TOL . KT
PRO-STARTTLS

PEO-AUTH LOGIN CRAM-ME PLAIN
P50 -AUTH=LOGI N CRAMME PLAIN
ST T T LT IND DN

250 8BITMNE
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4. Test ¥4 TF

ofzf e} o] 2681 ZEZ Melg WSS 47 250 E2 f10]
2450l HE Ae &elg = Aot

Trying 127.0.0.1...
Connected to localhost.
Escape character is '~]".

220 ugso.block25.o0r . kr ESMP
ehlo ugso.block25.0r . kr

260 -ugso.block25.or kr

250 -STARTTLS

250-AUTH LOGIN CRAMMB PLAIN
250-AUTHELOGI N CRAMMBE PLAIN
250-PIPELI NI NG

250 BBITMME

mail fromremmiltestO00@EEmil . com
250 ok

rept to:enuiltest000@mmil.com
250 ok

data

354 go ahead

subject :ugso test

test port 25

250 ok 1243832063 gp 5809
quit

=l root@kisa-desk: |

Ef_%{E_} E.‘*’S{E_] 221V L= T ETE_-'.:‘—:HQ}
root@kisa-desk: /#telnet localhost 25 [#]

A MY MejolA HYS Sel & £ Uck ZHE A HY Myl
A8 Lejo| FEY == Z27t A2y gelo| e sioh,

« ASHAIEN2)2 S0 B2k

ugso test ==En x

test part 25
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o A = o o = T =]

ofziet Zo| 587H ZER H|US WESUS EF 21F HXE sHot

N — o A
24E5o| He HE &l g 5 Uk
== root@ikisa-desk: fhome/kisa
oradiE) H=EHE) =ZF|) Eo|jgd =TI ==F2NHH)
root@kisa-desk: fhone/kisa# telnet localhost 587 [
Trying 127 .0.0.1...
Connected to localhost.
Escape character is "~]".
220 ugso.block25.or.kr ESMTP
chlo ugso.block25 . or.kr
250-ugso.block25.or . kr
250-STARTTLS
250-AUTH LOGIN CRAMMBE PLAIN
250-AUTH=T.OGI N CRAMMB PLAIN

250 -P1PELIL NI NG
250 8BITM ME

mail fromremailtestOO00EEmMmil.com
250 ok
rcpt to:emailtest000@Enmail.com

553 sorry, sorry, that donain isn't allowed relay (#5.7.1)

-a-desk: fhomefKisa

E{O|=(T) ®HT) =s|2NH)

oo

lo ugso.block25 . or.
250 -ugso. LOr . KT

250 -5STARTTLS

250-AUTH LOGIN CRAM MSE PLAIN
250 - AUTTELOGI N CRAMME PLAIN
250 -P1PELIL NI NG

iUTH LOGIMN :‘)
RN conbbWE

8 vda==

334 UEFzc3dvoml)s

AT ExM)}——

235 ok, go ahead (#2.0.0)

mail fromremailtestOO00EzMmil.com

250 ok

rcpt to:emailtestO00@gEnmail .com

250 ok

data

254 go ahead

subject : ugso 587 AUTH

AUTH test =
250 ok 1243192587 gp 5449

quit =

4 MY MejolM HYS Eel & £ Uck ZHE A MY Myl
A8 Hejo] WY == Z27) A2y Selo| e sioh,

o PFEHEAEN2IZ =S0212] | 22dge | 1

ugso 587 AUTH ==mm =

ALITH test

= CFEF = e
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