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3. A& gA AR

STEP 1 B{d & R gadol=

TRUE)  BHE)  =7] BT
; localhost 25

Eisa@kisa—desk: ; leinet
Trying 127.0.0.1..%
Connected to localhost.

Escape character is..= F
220 kisa-desk ESNKP Sendnmil 8.9.3p2/8.9.3/Debian 8.9.3-21; Thu, 14 Ny 2009 00:
59:51 +0900

quit
221 kisa-desk closing connection

Connection closed by foreign host.
kisa@kisa-desk:~%

= Z2HH)




"sudo apt—get autoremove sendmail's /235101 sendmail TZ|X|E At

L=

“sudo apt—get install sendmail'S &5t =&l ML sendmail T Z|X]|

£ A=x|gtct

orgiEy #=EHE) =7 Eojgm ®h 2 =S2ZHH)
220 kisa-desk ESMP Sendnmil 8.9.3p2/8.9.3/Debian 8.9.3-21; Thu, 14 My 2009 00: =]
59:51 +0900

quit

221 kisa-desk closing connection

oo RF5E 9= FEUAR BE

gled E8lE w=

PEH BERE HE= FYEHAH... BE

chE M P or He MEFoR HdASUAYG | oy "HasA Edch:
linux-headers-2.6.27-7 linux-headers-2.6.27-7-generic

e FEoE AE AYue:
linux-headers-2.6.27-7 linux-headers-2.6.27-7-generic sendnmil

0 "dadel=, 0 A2 da, 34 AL L W daxHel= 2 7.

o] #e] I 54 . 5EMHEfeo]l = 2] ©] A= F3bo] dW ] Ay ok,

AL stAlAEY A [Yinl? y

(dleledwlo]l 2= =3 ... A 11749271 2] w5 As} g E e 7 AR HFvh.)

linux-headers-2.6.27-7-generic = # 2 & = £+ F<ch ..

linux-headers-2 6.27-7 #H 7 # 5 =2 =2k ...

sendmail # 7 7 & A= =9 1}

Stopping mail transport agent:; sendnmail.

m

i

Connection closed huyferretPT oS .
kisafkisa-deskf~-% sudo apt-get autorenove se@ |
Isudo] password HE

Processing tri L& L b e ras | &
kisa@kisa—desé'au; sudo apt-get install sendmmil %
L

“telnet localhost 25" 2/215t0{ sendmail2| B S =it
] Kica@kisa-desk: ~

ohel(Ey HEIE) =220 Eoldm =D =22y
Witing fetc/cron.d/fsendmail.

Disabling HBT statistics file(/var/lib/sendmail fhost_status]).

Creating J/etc/mmil/sendmail.cf...

Creating /etc/mmil/submit.cf...

Informational: confCHR FILE file enpty: fetc/mmil/relay-domins

Informational: confCI_FILE file enpty: fetc/mmil/trusted-users

Informumtional: confCWFILE file enpty: /etc/mmil/local-host-nanes
Informational: use_cw file file enpty: /fetc/mail/flocal-host-nanes
Informational: use_ct_file file enpty: fetc/mmil/trusted-users

Linking fetc/aliases to Jetc/mmil/faliases

Updating fetc/mmil/aliases...

VWARNING: local host name (kisa-desk) is not qualified; see cf/README: WHD AMI?
fetc/fmmilfaliases: 4 aliases, longest 10 bytes, 66 bytes total

* Starting Miil Transport Agent (AMA) sendnmil [ oK ]

sensible-mda (8.14.3-4) d A5+ =9 ok
sendmail (8.14. -
:~% telnet localhost 25
Trying 127.0.0.T™
Connected to localhost.
Escape character is
220 kisa-desk ESMN
0900 ; (No UCE/UBE)

.14 .3/Debian-4; Thu, 14 My 2009 01:11:08 +
ront localhost{(K)-localhost [127.0.0.1]

ke




STEP 2 openSSL &9 ¥ Ax

¥ Cyrus — SASL2 Libraryel Z<S openssl 0.9 H{Zo| ME=7| ufjZo
openssl 0.9 H{ZX0|5te] A= MX|E Stojof i}

“dpkg -1 | grep ssI"HHO{E 245101 openssle| HHM S &tolsict,

=] roo Kica-desk: /temp/certs

ob(E) HEEIE) E=2|v) Eojgm g = OHH)
root@kisa-desk: ftenp/certs#{ dpkg -1 | grep ssl e
ii libflach 1.,2.1-1.2

ISP sless Audio Codec - runtine C librar

libssl0D.9.8 0.9.8g-10. lubuntu2 . 2
e ed libraries

ii libwavpackl 4.50.0-1

e dio codec (lossy and lossless) - librar
ii 0.9.8g-10. lubuntu2.2

ire Socket Layer (SSL) binary and related

ii openssl-blacklist 0.4.2
list of blacklisted OpenSSL RSA keys
ii ssl-cert 1.0.23

sinple debconf wrapper for OpenSSL
root@kisa-desk: ftenp/certs# |

s le=ailEE=all

oihgiiE) HETEHE) =Zi) Efolgil
root@kisa-desk: fetc/post fi
T REFxZ
2lEqg4d =85
HE] FEE 9 FAdYet... B8

openssl % 2] 0] [ e B I R = e =1 [ TR i =

07 d2Hel=, 07 A2 d A, 07 A LF] @ B3 FasH o= g F.
root@isa-desk: /etc/postfix# [

B

# apt-get install openssl
t FHEdH...
Erx F8US

ol 1




STEP 3 STARTTLS Ax o& @
SMTP-AUTHE &3t 21E2 T8 Al AL2XA} ofo|C|ot HAQES 24535}
X 2D M&o| EctH AMAF MEo| =& 2Eo| 22z o|E Helst
7] M E olmY AMu{et Z2jo|eIE Ato|e] Ealo| SSL/TLS S g
£ HM&335k= STARTTLS (STARTTLS= RFC24870 AMo|l=l SMTP Z2EZE
of &xtoz SSL/TLS MU 0|85 oMY ME&e oS5t she whHel) of

7I1XIE M5t ALEAL HE &S Z[2=faloF B

ro

SSL/TLS SAlalgd 7ME flaiM= SSLelSAM7t ERstnd o|2 SSLels
Mz 2lB7[2(CA)e SSLHEHOI’< ME MAloz ghg gtz L} Jielo] ARASS
LB E MAMsh=s giol Act SSL 2AE7|2HCA)l MA2=Z SSI AMH
ISME g 2HIXt sk 9 8= ME o1& (www.signgate.com), &=
7 =

MR} 25 (gea.crosscert.com) & 2I&7[2H(CA)L ¢l&5E tjdlsliF== 2o
’ _

Mol 442 ¥stAl= 4<(CASE 1) SETP 4 ~ STE
= Z(CASE 2) STEP 52H 7‘%3}”& ZCch &2
SSLAlE #+ME SHX| 22 Z<(CASE 3)= STEP 78EH ZldstH ECt

M AFE Al ALSAPE MBI E H5e & mjojct “d=(g
M 2t= ARl EA]



STEP 4 A2 AFAM B4

“‘openssl req —new —x509 —keyout cakey.pem —out cacert.pem —days 36
5'HHFHE 250 7|5 MAMSICE Enter PEM pass phrase: o= ARAM

AAEM HEE2 2ol A HAEE Aot csrofdd & Y4 Al =
o

ol

=
A ¢=dsliof stEZ Z|Hsf =t o|Fol= sHY=E= Aol MEE st
Ct. &1 2Z Common Namedl= sHE MB{e] FQDN& Y0 F&= ZAWo| £

root@kisa-desk; fiemp

oigiEy BE(E) E2HY) EOED I =8%d)

R —— e o e o =
root@kisa-desk: /tenp# openssl req -new -x509 -keyout cakey.pem -out cacert.pem -
days 365

enerating a IUZ4 bit KsA private Key

....... bt

...... bt

writing new private key to 'cakey.penl

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Mane or a IN.
There are quite a few fields but you can leave some blank

For sone fields there will be a default value,

[f you enter '.", the field will be left blank.

Country Manme (2 letter code) [AU]:KR

State or Province Manme (full nane) |[Sone-State]:Seoul

Locality Mame (eg; city) []:Seoul

Organization Mane (eg, company) [Internet Widgits Pty Ltd]:Block25 Ltd.
Organizational Unit Mame (eg, section) []:55L Team

Common Mane (eg, YOUR nane) |]:usso.block25.or.kr

Emil Address |[]:postmaster@isso.block25.or.kr [~




"openss| req —nodes —new —x509 —keyout sendmail.pem —out sendmail.
pem —days 365"HEFHE st}

(=] rootiokKisa-desk: ftemp

OHeir) EEE) S50 EolEm @i = sEghH)
root@kisa-desk:/tenp# openssl req -nodes -new -x509 -keyout sendmmil.pem -out self]
ndnail .pem -days 365
Generating a 1024 Dit HoA private Key
................................... ot
....... A
writing new private key to 'sendmail.pem
You are about to be asked to enter information that will be incorporated

into your certificate request.
What yvou are about to enter is what is called a Distinguished Mane or a DN
There are quite a few fields but you can leave sone blank

For sone fields there will be a default value,

If you enter '.', the field will be left blank.

Country Mane (2 letter code) [AU]:KR

State or Province Mane (full nane) [Sone-State]:Seoul

Locality Mame (eg, city) []:Seoul

Organization Mane (eg, company) [Internet Widgits Pty Ltd]:Block25 Litd.
Organizational Unit Mane (eg, section) []:55L Team

Commpn Mane (eg,

YOUR nane)

[l:usso.block25.0r .kr

Email Address

[]:postmaster@usso.block25.or . kr

E‘

"openssl x509 —noout —text —in sendmail.pem" @WZHO{E 235101 7| gt
S XN Z&stot,

rootkisa-desic: [temp

otal{Fy HEEUE) =H2|(v) E0|E(T =g i
root@kisa-desk: /te nssl x509 -noout -text -in EETld]Tllil.pﬁD 2
Certificate:
Data:
Version: 3 (0x2)
Serial Nunber:
B4:1e:f8:66:b7:0f:8b:43
Signature Algorithm shalWthRSAEncryption
Issuer: C=KR, ST=Seoul, L=Seoul, (=Block25h Lid., OU=S55L Team (Meusso.bl)
ock25.or .krfemai lAddress=postmaster@usso.block25.0r . kr

Validity
Mot Before: My 14 05:36:33 2009 GV
Mot After My 14 05:36:33 2010 GV

Subject: C=KR, 5T=Seoul, L=Seoul, O=Block25 Ltd., OUESSL Team (MNzusso.b
lock25 . or . krfemuilAddress=postmaster@sso.block25.0r . kr
Subject Public Key Info:
Public Key Algorithm
RSA Public Key:
Modulus

rsaEncryption
{1024 bit)
(1024 bit):

00
67
fe
5c
9c
fo

TEE
6T
t31
165
;60
:Ba

t48
t61
12e
(T3
cel
:9b:

£S5
rde:
:Bd:
:60:
164
da:

ba

af:
194
:ba
(88
25

el
45
f0
ed

166
b8 :

108
c:
:hd:
179
:3e

-

d

75

c2:

a7

CTE:
42
H T

184
al:
reb
88:
142
c3:

10

16

14:
:0d:

af

el

:b9:
bf:
cd:
b
(9f:
:d3

bl

a7t

:5d

ch:

ba:

db:
PR
fd:
:hG
162
:5d

b3

:5fF:
ch:
LF. Y i
:9a
R

3 3
i i
fa:
b5:
(89
HUS



mjo
+

At

"chmod 600 ./sendmail.pem"E&EH0 = ul!

root@kKisa-desk: fTermnp

mreliE) EENE) EJ‘[{E}_ E{O[ (T o i -
root@kisa-desk: /ten chmod 600 . /sendnail.pem (=]

root@kisa-desk: /tenp#

El

= xehz ol

=

"mkdir /etc/mail/certs/", "mv * /etc/mail/certs/" ¥

stod 7| ol 2 MAES Xe=2 Fcoh

root@kisa-desk: /femp

(I =FZHH)

nkdir fetc/mmil/certs/ [~
* Jete/mailleerts/
Is /fetc/mmil /certs/
sendnaill.pem

HIE =220V EHolgm

THU(E)
root@kisa-desk: /tenp#
root@kisa-desk: /tenp#| nv
root@kisa-desk: /tenp#
cacert.pem cakey.pen

root@isa-desk: /tenp# [

% Chs CIEEZ(o] 9 ALEAIS] M| ol w2t U2 428 dF

Cl. Jetc/mail/certs/ (M& B+ 7] gt= £Z C/HEZ])

o o]



STEP 5 STARTTLS Ax]
TLS7| 52 &M 5tAF]7] fl8ll sendmail.mcited = =X 3sof st}
“vi /etc/mail/sendmail.mc” HEHO{E l2stc},
rootiKisa-desie ftemp
Hi2l(E) EEHE) BI2|(v) HOoE(T &I 2 S=|2HH) -
vi fetc/mail/sendmail.nc (=]

root@kisa-desk: fter

dol| wep L2 228

st

% CHE CIME2[2] 2 ARSAte] MR
Ct. /fetc/mail/sendmail.mc (sendmail &% Zf2lol |/*/&t L/ EZ])

_10_
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Ct=

Cte J8oMAZ “include(-/usr/share/sendmail/cf/m4/cf.m4')dnl"
2telofl 728 Fotetct. 7| 2 ClaEH2[of F2|Ehot,

e 2iele ct3ab 2ot

include('/etc/mail/tls/starttls.m4')dnl

define('confCACERT_PATH', /etc/mail/certs')dnl
define(‘confCACERT', /etc/mail/certs/cacert.pem')dnl
define('confSERVER_CERT', /etc/mail/certs/sendmail.pem')dnl
define('confSERVER_KEY', /etc/mail/certs/sendmail.pem')dnl
define("confCLIENT_CERT', ‘/etc/mail/certs/sendmail.pem')dnl
define("confCLIENT_KEY', /etc/mail/certs/sendmail.pem')dnl

OH(E) BEE) 271 HOED I =2ZH)

#
# Copyright (c) 1998-2005 Richard Nelson. All Rights Beserved.
#
#

This file is used to configure Sendmail for use with Debian systens.
#
define(" _USE_ETC_MAIL_')dnl
include( " fusr/share/sendmail /cf/ml/cf.ml'}dnl

include(" fetc/mail/ftls/starttls.m " }dnl

define({ confCACERT PATH' , fetc/mmil/certs')dnl

define( confCACERT'," fetc/mmil fcerts/cacert.pen )dnl
define( confSERVER (FRT'," fetc/mmil/certs/sendmail.peni Jdnl
define( confSERVER KEY',  fetc/mmil/certs/sendmmil.pem )dnl
define( confCLIENT _CERT'," fetc/mmil/certs/sendmail.pent )dnl
define( confCLIENT_KEY',  fetc/muil/certs/sendmil.pem )dnl

VERSTONIIN “$1d: sendmmil.nc, v 8.14.3-4 2008-05-20 07:20:30 cowboy Exp §')
OSTYPE( " debian')dnl

DOAMMING " debian-nta')dnl

dnl # Items controlled by Jetc/mail/sendmuil.conf - DO NOT TOUCH HERE
unde fine (" confHBT_STATUS_DN RECTCRY ' } dnl #IAEMMN HBTSTATS=

dnl # Itens controlled by Jetcfmail/sendmuil.conf - DO NOT TOUCH HERE

dnl #

_11_
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ﬂ?%{F} HEIE) E3EN}
root@kisa-desk: /tenp

"telnet localhost 25"H O E 245t = STARTTLS7H &4

Shct.

“sendmuilconfi =4

root@iasa-desk ftemp

Ot(E) EENE) =220 HOiEd)

BT =SEHH)

root@kisa-desk: /te elnet localhost 25

Trying 127.0.0.1...
Connected to localhost.
Escape character is "A]".

220 kisa- desk ESMIP Sendmul 8.14.3/8.14 .3/Ikbian-4; Thu,
- ! localhost (K] -localhost

- ocalhosl
250 - !:.NH-IM‘{E:IETATT_BC{[!:.S
250 -PIPELI NI NG
250 - EXPN
250 -VERB
250-8BITMME
250-S1ZE
250-I8N
250-ETEN
A LI

250 I—ELP‘

access fronmr

[127.0.0.1], pleased to meet vou

_12_
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STEP 6 SMTP—-AUTH A3

SASL(Simple Authentication and Security Layer)2 RFC22220| H2o|E =
EEEZZAM, 0|F F& et cttst 2tolE (7t M LM HOM SMTP-AUTHY|
s2 TS| gl g2l ALE=1 gct 215 SASL 2io|EE{2|= PLAI
N, LOGIN, ANONYMOUS, DIGEST-MD5, CRAM-MD5, OTP, KERVEROS-V
4, GSSAPI &2| o 7X| IZHHE M SSHXEF Outlook Express, Thun
derbirdS R 22| oM Z2lo|HEME A LOGINZI PLAIN & 7H<]
olzutots X[stl RUct m2iM LOGINTZF PLAINS AbEsto] o1E EXt
£ AREdliol stch 2 M FYolM= SASLE F8sh ciEAel 2tol =2z el

Cyrus—SASLE M X|5l= A2 =2 Mysic),

sendmail 2| H4& FHECE “vi /etc/mail/sendmail.mc'BHOIE 5t
=3

oalE)y BENE) =ZIW)
root@kisa-desk: ften

vi fetc/mail fsendmail .ne

w ChE CIEEZ[o] BF ALEAte] dx| 2t wjzf dEt=2 =28 43

C}t. Jetc/mail/sendmail.mc (sendmail 4% @2/of |/x/Et C/HE/Z])

gl

_13_



Cl2 + 22 MYet fIxlol F7I35tc.
TRUST_AUTH_MECH('EXTERNAL DIGEST-MD5 CRAM-MD5 LOGIN
PLAIN')dnl

define('confAUTH_MECHNISMS',"EXTERNAL ~ GSSAPI  DIGEST-MD5
CRAM-MD5 LOGIN PLAIN")dnl

isa-desk: ftemp

moradEy HEUE) =2 EHolgm Ei(I) =8s2HH)
dnl DAEMIN OPTICONS( " Fami ly=inet6, Mane=MP-v6, Port=submission, M-Ea, Addr=::1")|"|
dnl

MAEMN OPTIONS{ " Fand ly=inet , Mane=MP-v4, Port=submission, M:Ea, Addr=127.0.0.1
"}dnl

dnl #

dnl # Be somewhat anal in what we allow

define(  confPRIVACY FLAGS® , dnl
‘needmailhelo,needexpnhelo, needvrfyhelo, restrictgrun, restrictexpand, nobodyreturn
;authwarnings '} dnl

dnl #
dnl # Define connection throttling and window length
de fine (" confCONNECTION RATE THROTTLE', “15')dnl

de fine( confCONNECTION RATE W NDOW SIZE' , ™ 10nT ) dnl

TRUST_AUTH MECH{ "EXTERMAL DIGEST-ME CRAM MG LOGIMN PLAIN Jdnl
de fine(  confAUTH MECHAMISM ", " EXTERNAL GSSAPI DIGEST-ME CRAMMB LOGIN PLAIN') d!
nl

dnl #

dnl # Features

dnl #

dnl # use fetc/mmil/local-host-nanes
FEATURE( "use_cw file'ldnl

rooti@kisa-desk: /temp

niYE) BEE) 27V EHolE@ B0 SSHH)

root@kisa-desk: /tenp sendrminlccnfig [=]

_14_



“telnet localhost 25" HWEHE Aldsto{ AUTH LOGIN PLAINS =Helstct.

rootokisa-desks [temp

ora(Ey ®=HEHE) E?F{'\_-"_} E{O| (T T _EE%H@}
root@kisa-desk: fte telnet localhost 25 [=]

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]".

220 klsa desk E.S'\-I"P Sendmail 8.14.3/8.14.3/Debian-4; Thu, 14 My 2009 14:55:52 +|
i pgeing access fronr localhost (K] -localhost [127.0.0.1]

Gcalhost [127.0.0.1], pleased to neet you
250 - ENJANCEDS TATUS CODES

250-P1PELI NI NG

250-EXPN

250-VERB

250-8BITM ME

250-SIZE

250-TBN

250 - ELBAL

256CAUTH DI GEST-ME CRAMME LOGIN PLAIN D
250-STARTTLS

250-DELI VERBY

250 HELP

_15_



STEP 7 pwcheck ¢1F & AX
¥ AUTH LOGINE 3st7| A= pwcheckSxl 22 mjAQE o5 2ES
A3 oF ElCt. postfixol M= saslauthdE 0| AlE3522 2 o oAM=

saslauthd 7|&=2 2 MX|E sgict,

% 7|Z0| SMTP-AUTH check T2 S M= MY Mu{el A 2zt ==

O#ol| St= dE 2 sljof Bt

“dpkg -1 | grep sasl" @W2H0{Z Cyrus saslol Ax|=|0of J=X| &It}

= rootikisa-desk: jtemp = =]
oralEy HEHENEY 271V EHolgE(T Il E=2hH)
root@kisa-desk: /te dpkg -1 |grep sasl =
ii libgsasl? 0.2.26-2
GNUJ SASL library
ii libsasl2-2 2.1.22 . dfsgl-21ubuntu2
Cyrus SASL - authentication abstraction libr
ii libsasl?2-nodules 2.1.22 . dfsgl-21ubuntu?

Cyrus SASL - pluggable authentication module
root@kisa-desk: /tenp#

ERT

_16_



"saslauthd"7} =01 = sasl2-bin 7| X7} AX[=0] /UX| L2EZ “gpt—g

IR
et install sasl2-bin"EH0{E 225t MdX[E ctct.
[ root@kisa-desk: /femp

CopER) BEE) =220V oI (T) =S 2HH)
root@kisa-desk: fte apt-get install sasl2-bin

TUE) BEE =W 8 S2UH)

root@kisa-desk: /tenp#
root@kisa-desk: /tenp#

(eLa]

_17_



rooti@kisa-desk: [temp

otE) HEIE) E?[{E}_ E{0]| = Tan] E_EBHHJ -
root@kisa-desk: fte vi Jfetc/default/saslauthd >

START=noE yesZz HI¥ =C}.

Ermp

OH(E) EE(E) =221V EOlaM @) =&EHH)
#
# Settings for saslauthd daenon

# Please read /usr/share/doc/sasl2-bin/REAIME.Debian for details.
#

# Shoyle—sgslauthd run automatically on startup? (default: no)
)

# Description of this saslauthd instance. Reconmended.
# (suggestion: SASL Authentication Deenon]
DESC="5A5L Authentication Daenon”

# Short mane of this saslauthd instance. Strongly reconmended.
# (suggestion: saslauthd)
NAME="saslauthd"”

# Which authentication nechanisns should saslauthd use? (defaulti: pani
#

# Available options in this Debian package:

# getpwent -- use the getpwent() library function

# kerberosh -- use Kerberos 5

# pam -- use PAM

# rimap -- use a remote IMAP server

Jetctdefault/saslauthd” 55 lines, 1942 characters
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STEP 8 submission 37}

TR

o
2 Im

$7F3P | ¢laff MM oS $+=™-Stch “vi /etc/mail/sendmail.mc" ™
ol
=

221w

orFy =ENE)
kisa@kisa-desk:

fetc/mail fsendmail . ne

DAEMON_OPTIONSE otz 2} &o| =&t submissione =M= A st

Kica@kisa-desl: ~

opg(e) HEENE) =2l Eolgmd =TI =S2hH)

dnl # Renove *, Addr=' clauses to receive fromany interface
dnl # If you want to support IPv6, switch the commented/uncommentd [ines
dnl #

FEATURE( " no_de fault_nsa')dnl
dol DAFMIN OPTIOMNSE Familyoincif. Mane MA_vE, Pordospip, Addroc o1 1dnl

TAEMIN. OPTIONS{ " Fami ly=inet, MNane=MA-v4, Port=smp, Addr=127.0.0.1")dnl

dnl DAEMIN OPTIONS( " Family=inet6, Mane=MP-v6, Port=submission, MEa, Addr=::1")
dnl

DAEMIN OPTIONS{ "Fami ly=inet, MNanme=MP-vd4, Port=submission, MEa, Addr=127.0.0.1
"Jdnl

dnl #

dnl # Be somewhat anal in what we allow

define( confPRIVACY FLAGS',.dnl

"neednailhe lo, needexpnhe lo,needvr fyhelo, restrictgrun, restrictexpand, nobodyreturn
,authwarnings' ldnl

dnl #

dnl # Define commectiion throttling and window length

de fine (" confCOMNECTION RATE THROTTLE', ~15"1dnl

define( confOONNECTICON RATE W NDOW STZE' , * 10m Jdnl

TRUST_AUTH _MECH{ "EXTERMNAL DN GEST-MBE CRAMME LOGIN PLAIN' ) dnl

de fine(  confAUIH MECHANISME ', " EXTERNAL GSSAPI DIGEST-MB CRAMME LOGIN PLAIN'1d
nl
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MEZ5t sendmail MAIZHS 9|8l “sendmailconfig” &2 O]

o

VIS a=0desic

OoigE) HEE 271V . (T) =EZHH)
kisa@cisa-desk:~ &
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STEP 9 &% &<

“telnet localhost 25" WO E st & “ehlo £H 2/ & st}
“250-STARTTLS”2 SSLAj< Aol <, “250 AUTH LOGIN PLAIN”
2 SMTP-AUTHZ} =l A% LI2ch FIHXIE stLigle o =2l= B X

FE CiA| 2el S oo Shot

ull
r_ -|0|'
N

SaKisa-desk: ===
_EF%IE_} E‘IQIE} 227|(v) __E{0 L) E_-S?—J‘{ﬂ =
kisa@kisa-desk:~€ _telnet localhost 25 [~]

Trying 127.0.0.1...
Connected to localhost.

Escape character is "A]°.

220 kisa-desk ESMP Sendmmil 8.14.3/8.14.3/Debian-4; NMon, 1 Jun 2009 11:00:51 +0

900 i ing access fronx localhost (K] -localhost [127.0.0.1]
hlo usso.block25.0r.kr
250 = ocalhost [127.0.0.1], pleased to meet you

250 - ENHANCETS TATUB CODES

250 - PI PELI NI NG

250 - EXPN

250 - VERB

250-8BI TM ME

250-S1ZE

250-IBN

250 - ETRN

25T-AUTH DI GEST-MB CRAM ME LOGIN FT>
LS

250 - DELI VERDY

250 HELP

“telnet localhost 587" WHO{E st = “ehlo £A/2l" & {250 Ofxt
JIX|2 Eeolstic),

Kicamkisa-desk: ~

|2 L=l .x |
Or(Ey ®EENE) =2 vy E 5 SH{H]
kisa@kisa-desk:~§ _telnet localhost 587 [=]

Trying 127 .0.0.1...

Connected to localhost.

Escape character is "M]'".

220 kisa-desk ESMP Sendmeil 8.14.3/8.14 . 3/ebian-4; Mn, 1 Jun 2009 11:02:32 +0
900 ; I = ing access fronmr localhost((K)-localhost [127.0.0.1]
ehlo usso.block25.0r . kr

2 - = Calhost [127.0.0.1]1, pleased to neet you

250 - ENHANCEIS TATUSCODES

250 -PIPELI NI NG

250 -EXPMN

250 -VERB

250-8BITM ME

250-51Z%E

250-1T8BM

LS AUTH DI GEST-MBE CRAMME LOGIN PLATT

NGO STARTTLS

250 -DELTVERBTY
250 HELP
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4. Test ¥4 TF

IO

ofzf e} o] 258 ZEZ Melg WSS 47 250 E2 f10]
2450l HE Ae &elg = Aot

oiE BEEE) =271V HOLD ®D =8H)

250-PIPELINING S
250-EXPN

250-VERB

250-8BITM ME

250-SI1ZE

250-IBN

250-ETRN

250-AUTH DI GEST-ME (RAMME LOGIN PLAIN
250-5TARTTLS

250-TELTVERBY

250 _HELP

meil fronremsiltest0O00@Email.com

250 2.1.0 epmiltest000@mmil.com .. Sender ok
rcpt toremuiltestO00@zmil .com

250 2.1.5 emuiltest000@mil.com .. Recipient ok
data

354 Enter mail, end with "." ona line by itself
test

250 2.0.0 n5121gd3005603 Message accepted for del {very
quit
221 2.0.0 kisa-desk closing connection ‘

Connection closed by foreign host.

_kisa@kisa—desk:~$

MY Mol M midS &el & £ At 2HE F4 HY M2
AH Zeo Y == E97F A=Y Eelo] €2 5

(HI=gl=) =zeunz |«

@ emailtestdldd@gmail.com

test
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ne
mjo
=
OF>
ol

2
mjo
o
0
e
o[
|l
2
1]
é&

o

€E0| He AS &el & = Ut

otdiF) #"EE 271 HoEm ®Im =22HH)
250-STARTTLS E
250-TELI VERBY
250 HELP

neil fronremailtest000@Egmmil.com
5300 5.7.0 Authentication reguired
AUTH LOGIN
334 ViNlcobhbWH
cnivdA==
334 UGFzc3dvenih
MExM}-=
235 2.0.0 OK Authent icated
meil fronremailtest0D0EEmil.com
250 2.1.0 emuiltest000@mil.com |. Sender ok
rcpt to:emuiltest000@Emil.com
2500 2.1.5 emuiltest000@mail.com |. Recipient ok
data
354 Enter nmmil, end with ".” on a|line by itself
test

250 2.0.0 n5122WCD05608 Message deocepted for delivery
quit
22T 2.0.0 Ki1sa-dcsk closing connection

Connection closed by foreign host.
kisat@kisa-desk:~% I

T4 M Me{olM mMads &el & 5 Aot 2HE A HY ABe
28 geo HHY = 4271 A2 Felo| €2 st
RI=gLE) =enz|x

@ emailtestdldd@gmail.com

test
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