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3. A% A dAt

STEP 1 #Hd WA &2

Jlzol M MY Meel HE el 9l “postfix V'HHOS st
o B S Stelich 2.3 M o|5tel A STEP 4ci# el YLjolEE sich,

rooti@kisa-desk: [down/posthix-2.6.2 (Kisa-deskifA{)

oigdiE) HEHE) =27 EHOED =D =SEHH)
postfix: dict_eval: expand $nyhostnane, localhost.$nydomain, localhost -> upsx.hl*
lock25.0r . kr, localhost . block25.0r.kr, localhost
postfix: dict_eval: expand $nyhostnane -> upsx.block25 . or. kr
postfix: dict_eval: const
postfix: dict_eval: const Jusr/libexec/postfix
postfix: dict_eval: const Jvar/lib/postfix
postfix: dict_eval: const fusr/shin
postfix; dict_eval: const /fvar/spool/postfix
postfix: dict_eval: const pid
postfix: dict_eval: const all
postfix: dict_eval: const
postfix: dict_eval: const double-bounce
postfix: dict_eval: const nobody
postfix: dict_eval: const hash:/etc/aliases

postfix: dict_eval: const QOO G603
postfix; dict_eval: const @
postfix: dict_eval: const

postfix: dict_eval: const deferred, defer

postfix: dict_eval: const |
postfix: dict_eval: expand $mydestination -> upsx.block25.or.kr, Iacalhast.black{{
25.0r.kr, localhost

postfix: dict_eval: expand $relay_domains -> upsx.block25.0r.kr, localhost.block
25.0r.kr, localhost

postfix; dict_eval: const TZ MML_OONFIG LANG [~]




STEP 2 openSSL &<l ¥ AxX]

% Cyrus — SASL2 Librarye| Z< openssl 0.9 B{Zo| HME=7| o
ste| A= MXIE stoof st}

openss| 0.9 H{& 0|35

ob(E)  EEE) =22 Eolg(m

root@kisa-desk: !terrp!c:erts
ii libflac8 1.2.1-1.2

e sless Audio Codec - runtinme C librar
IleSIO 9 a8 0.9.8g-10. lubuntu2 .2
ed libraries

ii ]lbmvpackl 4.50.0-1
. dio codec (lossy and lossless) - librar
ii 0.9.8g-10. lubuntu2.2
S fre Socket Layer (SSL) binmary and related
ii openssl-blacklist 0.4.2
list of blacklisted OpenSSL RSA keys
ii ssl-cert
sinple debconf wrapper for OpenSSL
root@kisa-desk: ftenp/certs# |J

10,23

n=s

AM Aot nolol g 49 openSSLE CHREESt0] M X[Shot
http //www.openssl|. org/source/openssl—o 9.7c.tar.gz"E ¢l=dsict

opaliFy HEENE) =7V E0lg(T) 'Eﬁ[I} Es2hd)
root@kisa-desk: fdown# fwget hitp: //waww. openssl.org/source/openssl-0.9.7c.tar.gz
--20089-05-14 22:54:05-=

Resolving ww.openssl.org... 195.30.6.166
A% www.openssl.org|195.30.6.166] :80... FHS5¥H.
HITP request sent, awaiting response... 200 OK

Length: 2791797 (2.7M [application/x-tar]
Saving to: “openssl-0.9.7c.tar.gz’

3% (> ] 102,408 32.9K/s eta 80s I




Cle2= C|2EEZ|2 0|5 & “tar zxvf openssl—0.9.7c.tar.gz"@ & oz ¢t
=g sf{ A stk

rooti@kKisa-desk: fdown (Kisa-deski]i])

org(E) ®EE) =22 __Eojdm B
rooti@kisa-desk: fdown#

=SS0

tar zxvf openssl-0.9.7c.tar.gz

:

”./config

fo

oiglE) ®=EME) =2((v) Eolgm =
root@Ekisa-desk: fdownd
root@kisa-desk: /down/

= EEHH)

cd openssl-0.9.7c (&
bpenssl-0.9.7c# . /fconfig Sharedl




"make && make install" WEH = Aol I MX|ShC}
] down/openssi=0.9: H

obdE) HENE) =20 BEHolgm "®iD S=52HH)
root@kisa-desk:)'dmmfopenssl-0.9.?c#|nake &8 make install. [4]

(L]

"export PATH=/usr/local/ssl/bin:/$PATH"S @l235}0f path ™S sicl.

rootiwkisa-desk: f[downfopenss|-0.9.7c (Kisa-deskH|A{)

oigi(E) ®EE) =71V EolgIm ®(I =Z/ZHH) B
root@kisa-desk: /down/openss]-0.9.7c# export PATH:fusrfIDcalfsslf'bin:J"$1-‘AT1-I (=]

:

¥ Jusr/local/ss/bin M= &5 opensSSLel &8 melo] $/AE ClHE
2/o/c



"export LD_LIBRARY_PATH=/usr/local/ssl/lib:$LD_LIBRARY_PATH'E |24
5to] 2lo[EB{2] path HAl AA SOt

oi(F) ETE) EZI(V) EO0IE(T) BT S=&EZHH)
root@kisa-desk: /down/openssl-0.9.7c# export LD LIBRARY PATH-=/usr/local/ssl/lib:$/pl

LD LIBRARY }’A'I'l-l

g

X Jusr/local/sslflib= &A1& openSSLS 2fo/= 22| mfglof ¢/*/5t Cf é‘!’Ef
2/o/c}.

ordE) ®EENE) =21V E0IET ®@I _=ZZHH)

root@kisa-desk: fdown/openssl-0.9.7c# openssl version (=
OpenSSL 0.9.7c 30 Sep 2003

root@kisa-desk: /down/openssl-0.9.7c#




STEP 3 Cyrus—SASL AX]

“wget —passive—ftp ftp://ftp.andrew.cmu.edu/pub/cyrus—mail/cyrus—sasl—

2.1.23.tar.gz"E ¢l=d50 CI2EZ = st}

rooti@kisa-desk: Jdown

or2(F)  EENE) =270V Ei0l=T BT ESghH)

root@kisa-desk: fdown# wget --passive-ftp ftp://ftp.andrew.cm.edufpub/cyrus-maill>
feyrus-sasl-2.1.23.tar.gz
T-Z2000-05- 1% 22 .56 :22--
23 . tar.g=

Ttp./JIlp.andrew. cil,. edu/pub/Ccyrus -matl/cyrus-sasl-2.1.

== “cyrus-sasl-2.1.23 tar.gz"'
Resolving ftp.andrew.cru.edu... 128.2.10.106

#H <% ftp.andrew.cnu.edu|128.2.10.106(:21... F5H5 3.

Logging in as anonynous ... 2 1% £8!

==> SYST ... done. ==> PWDO ,.. o},

=== TYPE I ... done. ==> CMND /pub/cyrus-mail ... ©}32.

==> SIZE cyrus-sasl-2.1.23 . tar.g=z ... 1613642

=== PASV ... done. === RETR cyrus-sasl-2.1.23 . tar.gz ... v}b3.

Z el : 1613642 (1.5M

19% |======> 1 314,640 132K/ s |

“tar zxvf cyrus—sasl-2.1.23.tar.gz" WEHZE L=S 5™ S}

rooti@kisa-desk: fdown (Kisa-deskH[A)

ohelE) HEE) 22700 Holg(I "I =S2HH)
root@isa-desk: /down#| tar zxvf cyrus-sasl-2.1.23 tar.gz

(L]



M
=

"cd cyrus—sasl-2.1.23" WHOZ A ClEEHZIZ Ol & ALY M

Meich i3S Y sich

fjo

“_/configure ——disable—anon ——enable—plain —enable—login —disable—krb
4 ——with—saslauthd=/var/run/saslauthd ——with-pam ——with—openssl=/usr/lo
cal/ssl —with—plugindir=/usr/local/lib/sasl2 ——disable-cram ——disable—dige
st —disable—otp"

rooti@kicsa-desk: fdown/cyrus-sasl-2.1.23 (Kisa-deskt[ X}

DHSNE) WTNE) =EIV)  EOIGT) BT S==gHH)

root@kisa-desk: /down# cd cyrus-sasl-2.1.23 o
root@Ekisa-desk: /down/cyrus-sasl-2.1.238 .Jconfigure --disable-anon --enable-plai

n --enable-login --disable-krb4 --with-saslauthd=/var/run/saslauthd --with-pam -
-with-openssl=/usr/local/fssl --with-plugindir=/usr/local/lib/sasl2 --disable-cra
m --disable-digest ——diﬁahle—ulpl

g

X Mvar/frun/saslauthd : saslauthd &8 Al A S0/ Y&E C/Ez/
Jusr/local/ssl : ssl0] &AIE C/HE/E/
Jusr/local/lib/sasl? = cyrus-SASL2 Efo/E &2/} HAIE C/HE/Z/

"make && make install" W Z Hute! 2 MXx|stC}

rootioKisa-desk: fdown/cyrtus-sas|-Z. 1. 23 (Kisa-rdeskKU[A])

m2E)y ®WENE) =2y EoIEm =@} ==22Hd)
root@kisa-desk: fdown/cyrus-sasl-2.1.23#] make && muke inslallﬂ

DI




"saslauthd -v'E& {23510 HHAM S &relsict,

OHU(E) EEE) =2V EOED "I =2ZH)
' ! ' [A]

rcclﬁkisa-d&sk:Idc“nfcyrus-sahl-E?f.EB- saslauthd -v

saslauthd 2.1.23
authentication nechanisms: getpwent rimp shadow

rooti@kisa-desk: /down/cyrus-sasl-2.1.23#

_10_



STEP 4 Postfix A=

“‘wget http://postfix.psshee.com/pub/official/postfix-2.6.2.tar.gz"S ¢!235}

0§ postfix 2.6.2H{H S CtRZ =3}

rooti@kKisa-desk: fdown

ofE) EEENE) 2EZIV) E0IZET BT ==ZHH)

rooti@kisa-desk: (down# wget http://postfix.psshee.compub/official /fpostfix-2.6.2.
tar.gz

S-SR =S -1 S0 000 U= - HNULE . rrpPOsT TN A P slIeEt . CONYypup 7o it id i FpOSTITA-2 0.2 . Ud
r.gz

Resolving postfix.psshee.com .. 211.115.125.50

H4% postfix.psshee.com211.115.125.50|:80... 3 9.

HITP request sent, awaiting response... 200 OK

Length: 3323255 (3.2M |application/x-gzip]

Saving to: “postfix-2.6.2.tar.gz’

100%] ====================================== >] 3,323,255  3.13M's  in 1.0s
2009-05-14 22:57:01 (3.13 MB/s) - “postfix-2.6.2.tar.gz' saved [3323255/3323255]

root@kisa-desk: fdown#

: root@kisa-desk: fdown (Kisa-deskH[ )
obEE) HENE) 27|V EOIgT BT =)

root@kisa-desk:fdmm#ltar zxvf postfix-2.6.2.tar.gz ' [~

_11_



“useradd postfix", "groupadd postdrop"S l2istct o™ B{M™ postfixZb A

<)
x| =0l ActH olo] U= ALEAEILR L2 X AT

Oh(E) HEEE =20y EolgdI =0 S=s2hd)
root@kisa-desk: /down/postfix-2.6.28 useradd postfix

useradd: AF& #} postfixe] (7)) o 0] Rl 54 o}
root@kisa-desk: /down/postfix-2.6.2#8| groupadd postdrop
groupadd: =15 postdrops] (7} o] 0] SE=TTTT
root@kisa-desk: /down/postfix-2.6.2# make nakefiles CCARGS="-DHAS_SSL -DUSE_SASL_
AUTH -DUSE_CYRUE SASL -DIBE_TLS -IJusrflocal/include/sas]l -I/usr/local/sslfinclu
de” AUKLIBS="-L/fusr/local/ssl/lib -Lfusr/local/lib -lsasl2 -1ssl —Icr‘_vpto"l

“‘make && make install" WHO = Mx[Z AHut Shcl,
rootimkisa-desks fdownfposthx-2 6 2 (Kisa-deski )

oF) ®EE 22 HOlEIm "I =E2ZHH)
ruol@cisa-desk:!dmmfpuslfix-2.6.21'1 mike && make installi [~

_12_



“postfix —v " WHO|Z XS golstct
rootikisa-desk fdownfposthx=2.6. 2 (a5 a=d eskii X}

Oid(E) BEIE =271 EO0IEI I =ZHH)

root@kisa-desk: /down/post fix-2 .6.2

2.6.20{%0| M= Mx[=[ACt

root@kisa-desk: JdowWn/pPosthx-2:6.2. (kisa-deskoA{)

%

oiglie) #ENE) =27 EHOEI ®ID =E2HH)
postfix: dict_eval: expand $nyhostnane, localhost.$nydomain, localhost
lock25.0r.kr, localhost . block25.0r.kr, localhost
postfix: dict_eval: expand $nyhostnane -> upsx.block25.or.kr
postfix; dict_eval: const
postfix: dict_eval: const fusr/libexec/postfix
postfix: dict_eval: const [fvar/lib/postfix
postfix: dict_eval: const fusr/sbin
postfix: dict_eval: const /var/spool/postfix
postfix: dict_eval: const pid
postfix: dict_eval: const all
postfix: dict_eval: const
postfix; dict_eval: const double-bounce
postfix: dict_eval: const nobody
postfix: dict_eval: const hash:/etc/aliases

postfix: dict_eval: const Q040603
postfix: dict_eval: const @
postfix: dict_eval: const

postfix: dict_eval: const deferred, defer
postfix: dict_eval: const

-> upsx.bE

postfix; dict_eval: expand $nydestination -> upsx.block25.0r.kr, Incalhast.blnckH

25.0r.kr, localhost

postfix: dict_eval: expand $relay_domains -> upsx.block25.0r.kr, localhost.block

25.0r.kr, localhost
postfix: dict_eval: const TZ MAIL CONFIG LANG

¥

_13_




STEP 5 STARTTLS Ax g% @t

SMTP-AUTHE S¢et &2 8 Al ALEAL ofo|C|et IfAQIES Ao =}
2 X @ MEo| EotH AEA HEO| L& f[®lo| JA2E2E 0o|F Ehst
i = ol A2t Z2fo|HdE Ato]e| Salof|l SSL/TLS sS4 AME
MS3ste= STARTTLS (STARTTLS= RFC24870 HelEl SMTP Z2EZE

of &xo g SSL/TLS MU ol oMY Mae 255 st ghel) oj

>

mo M

FIXIE MR|5to] ALEAL HE &2 F|A3tsfoF Stot.

SSL/TLS Salxd 742 M= SSLYEMIE Eestnd o] SSLelE
M= 21&7[2(CA)<L SSLHEHOP‘HE Haloz Lt Jielol AFMSS
LIZEME ddst= 2ol Uct SSL e1Z7[2(CA)ol HAle=Z SSL A
OIZME uhz whX} St= AL =2 ME 91E(www.signgate.com), &+

d

= Hdsis= 2o

2]
Ral
ro
ol
Q
(@]
Q)
o
[0)]
w0
(@)
o)
O
O
3
om
ro

X
o
o
Z
1o
ro
iy
>

F 7|=0l = ZS(CASE 2) STEP 78E ZddstH =cl =
SSLifd #AM S 5K 22 ZF(CASE 3)= STEP 9FE ZalstH =t

M ARE Al ALSAPE HILMHE &2 2 oot "Mzl
M7EHE HIAIX] ZEA|
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STEP 6 AH2 ASAM B4

“mkdir /etc/postfix/ssl"2 AMEABME XEE ClaE2|E MMt
"cd /etc/postfix/ssl" WEH =2 THS0{ &l CIEE2|Z O|FstCt.
"openssl genrsa —des3 -rand /etc/hosts —out smtpd.key 1024" HWHONE
2 stct. Enter PEM pass phrase for smtpd.key: ol= AR QIZ A MAM
of

Slsh Al HASIES lHEict cormel S MM Al SUsH 2t

Kl

-

ok mjo oo

22 J|si=ct

rooti@kisa-desk: fetc/posthix/ssl (Kisa-deskt|A])

ot(F)  EENE) =70 B0 ) BT S EZhH)

root@kisa-desk: /down/postfix-2.6.2# nkdir /fetc/postfix/ssl [~ |
root@kisa-desk: /down/postfix-2.6.28 cd Jetc/postfix/ssl

root@kisa-desk: fetc/postfix/ssl# openssl genrsa -des3 -rand fetc/hosts -out snip)
d.key 1024
Zd0h scni-random bytes loaded

Generating RSA private key, 1024 bit long nodulus

........ S

............................................... e
e is 65537 (0x10001)
Enter pass phrase for smipd.key:
Verifying - Enter pass phrase for_soipd key:
root@kisa-desk: fetcfpostfix/ssl#] chonod 600 smipd. key
root@kisa-desk: jetc/postfix/ssl

“openssl req —new —key smtpd.key —out smtpd.csr'S /23 st}

rootmkisardesk: fetcfposthx/cs] (kKisa-desit[ A}

mbgiE) ®=EHE) =2 Eojgm B0 =S2HH)
root@kisa-desk: fetc/postfix/ssl openssl req -new -key smtpd.key -out sn'lpd.csrllil
Enter pass phrase for smpd.key: |
You are about to be asked to enter information that will be incorporated

into your certificate request.

VWhat vou are about to enter is what is called a Distinguished Name or a DIN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If vou enter '.', the field will be left blank.

Country MName (2 letter code) [AU]:ER

State or Province NMane ( full nane)] [Sone-S5tate]:Seoul

Locality MNane (eg, city) []:Seoul

rganization Mane (eg, conpany) [Internet Widgits Pty Ltd]:Block25 Ltd.
Organizational Unit Mane (eg, section) []:53L Team

Commn Mane (eg, YOUR nane) []:upsx.block25.or.kr

Email Address []:postmaster@psx.block25.o0r.kr

Please enter the following 'extra' attributes
to be sent with vour certificate reguest

A challenge password []:

An optional conpany name |[]:

root@kisa-desk: fetc/postfix/ssl#

(<]

_15_



“openss| x509 -req —days 3650 —in smtpd.csr —signkey smtpd.key —out
smtpd.crt"E & Sict,

"openssl| rsa —in smtpd.key —out smtpd.key.unencrypted"E 2= stct.

“mv —f smtpd.key.unencrypted smtpd.key"S {245t}

rooti@ikKisa-desie fetcyposthix/ssl (Kisa=desict A}

otaliF) HEE) =71 Holgdim ®iI1 =82ZhH)

root@isa-desk: fetc/postfix/ssl# openssl x509 -req -days 3650 -in smipd.csr -siglpl
nkey smtpd.key -out smipd.crt

Signature ok

subject=/C=KR/ST=Seoul /L=Seoul /O=Block25 Ltd. /OESSL Team/(CN=upsx.block25 . or . kr/
emailAddress=postmaster@psx.block25.or . kr

Getting Private key

Eoter nacs pnhrace for entod |rn=1_..r'

root@kisa-desk: fetc/postfix/fssl# openssl rsa -in smipd.key -out snmipd.key.unencr
ypted

Enter pass phrase for smipd.key:
writing RSA key
root@kisa—desk:!etc!postfix!ssl#lav -f smipd.key.unencrypted sn'lpd.keyl
root@kisa-desk: fetc/postfix/ssl#

H

1] N

openssl req —new —x509 —extensions v3_ca —keyout cakey.pem —out ca
cert.pem —days 3650"S ¢ = StCl.
| o cisa-desk: Jetc/postiix/ssl (Kisa-deskol|A])

= N e = =l = 1 == (i = [ =t ==~

root@kisa-desk: fetc/postfix/ssl# openssl req -new -x509 -extensions v3_ca -keyoulpr
t cakey.pem -out cacert.pem -days 3650
Generating a 1024 bit RSA private key
s

...... 4

writing new private key to 'cakey.pemd
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter informmtion that will be incorporated
into your certificate request.

VWhat vou are about to enter is what is called a Distinguished Mane or a DN,
There are quite a few fields but you can leave sone blank

For sone fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Mane (2 letter code) [AU]:KR

State or Province MNane (full nane] [Some-State]:Seoul

Locality Mane (eg, city]l []:Seoul

Organization Mane (eg, conpany) [Internet Widgits Pty Ltd]:Block25 Lid.
Organizational Unit Mane (eg, section) []:55L Team

Common Mane (eg, YOUR nane)] |]:upsx.block25.0r . kr

Email Address |]:postmmster@upsx.block25.or . kr

root@isa-desk: /etc/postfixsssl# ]

R

_16_



STEP 7 STARTTLS X

STARTTLSE &M 3tsty| floh otz HHUSS et
akisa-desk: [ [Kisa-desl

or(E) BEE 220 B0l BT =S2HH)
root@kisa-desk: /# |postconf -e "smipd_tls auth only=no’ [
root@kisa-desk: /# |postconf -e 'smip_use_tls=yes'

root@kisa-desk: /# |postconf -e 'smpd use_ tls=yes'

root@isa-desk: /# |postconf -e "smip tls note_starttls _offer=yes’
root@kisa-desk: f# |postconf -e "smipd_tls_key_file=/ete/postfix/ssl/smpd.key'
root@kisa-desk: /# |postconf -e 'smpd_tls cert_file=fetc/postfix/ssl/smpd.crt'’
root@kisa-desk: /# |postconf -e 'smpd_tls CAfile=/etc/postfix/ssl/cacert.pem
root@kisa-desk: /# |postconf -e "smpd_tls loglevel=1"

root@kisa-desk: /# |postconf -e "smpd_tls_received_header=yes’
root@kisa-desk: /# |postconf -e 'smpd_tls_session_cache_tineout=3600s’
root@kisa-desk: f# |postconf -e "tls_random source=dev: fdev/urandom
root@kisa-desk: /#

H

X Jelc/postfix/ssl/ 2 STEPEOJA] BIE A[A 2IZA{Z} f/A/EF C/EE/E2/of
C}. Af8Afof A CIHE/Z)E ME B

e
_IE”L
o

STARTTLS

o

postfixS ZHA|Zf St "telnet localhost 25"HEHOE
7t M35 B Ag =elsiot

= - L

rooti@kisa-desk: / (Kisa-deskolAd)

orghFy HEEME) =2y EojET =T =zFZHH)

root@kisa-desk: f#]postfix stop [=~]
postfix/postfix-sgript: stopping|the Postfix mmil system

root@kisa-desk: f#]postfix start

postfix/postfix-s stfix mmil system
root@kisa-desk: f#telnet localhost 25

Trying 127 .0.0.1..7

Connected to localhost.

Escape character is "~]'".

220 upsx.block25.0r.kr ESMP Postfix
ehlo localhost
250-upsx.block2b.0r . kr
250-PIPELI NI NG

250-51Z2E 10240000

250 -VRFY

250-STARTTLS l
-l 1 ATUSCODES

250-8BITM ME
250 BN
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STEP 8 SMTP—-AUTH 47

SASL(Simple Authentication and Security Layer)2 RFC22220| HMeol= =
EEZEANM, O|E Fast cidet 2lol28 2|7t MY AMHOlA SMTP-AUTHZ|
=2 TSty flsll g2l A= gt 215 SASL 2lo|EE{2|= PLA
N, LOGIN, ANONYMOUS, DIGEST-MD5, CRAM-MD5, OTP, KERVEROS-V
4, GSSAPI 52| o3 7IX| BHHES M SsSHK|2H Outlook Express, Thun
derbirdg HE &2 olH e Z2}o|HE M= A LOGINZF PLAIN & 742
lEYHOtg X|Ystl Aot m2iA LOGINTE PLAINE At8sto 21E HXt

P oot 2 HmsolA = SASLE F8ist thEAQl 2lolEg{z|el
Cyrus—SASLE A X|st= Aoz MHEsICt

SMTP - AUTH ME2 2I3f ol HHOISS el2isict.

F

=] root@kisa~desk; fetc (KisardeskoA])

OrF) #E(E 271V HOGT "I Z=E2HH)

root@isa-desk: fetc# postconf -e 'smipd_sasli_local_domain=' P
root@kisa-desk: fetc# postconf -e 'smipd_sasl_auth_enable=yes'
root@isa-desk: fetc# postconf -e 'smpd_sasl_security_options=noanonynous'
root@kisa-desk: fetc# postconf -e 'broken_sasl_auth_clients=yes'
root@isa-desk: fetc# postconf -e 'smipd_recipient_restrictions=permit_sasl_authe
nticated, permit_nynetworks, check_relay_donmins'

root@isa-desk: fetc# postconf -e 'inei_interfaces=all

TO0OL@KkIsa-desk: JECCE
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STEP 9 pwcheck ¢1F 2E AX
% AUTH LOGINE 3st7| /i = pwcheckSEnl 22 A= 95 2ES
Atg3sloF =lCl. postfix0l M= saslauthdE 0| AIE5I22 2 ol 5 dolAM &

saslauthd 7| &2 2 MX|E stc}.

¥ 7|&0l SMTP-AUTH check Z2O2 M= MY Mo d9 24 =2

Ool| St= AdE S sljof Bt

saslauthd A& 2 2|all “vi /usr/lib/sasl2/smtpd.conf'S &lad st}

= rooti@kisa-desl: fetc (Kisa-deskH A1)
OHU(E) ®ENE) =270 E01EiT) &I =E2HH) -
rooti@kisa-desk:/etcqd vi fusr/lib/sasl2/sntpd.conf [~]

¥ Jusr/lib/sasl?/ = cyrus—SASL2 E2fo[E&2/7} /x5t C/&E/2/o/Ct.

ol otz WHES 7St

root@kisardesk: [ kKisa-deskoa])

mrol(E) EEHEN =2V EolgT BT ==2ZHH)

pwcheck_nethod: saslauthd
nech_list:plain login
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ol

“mkdir —p /var/spool/postfix/etc"2 C|2E{Z|E MASIT "cd /etc"S
St}
"cp localtime services hosts resolv.conf /var/spool/postfix/etc/“S &5}

0 otSZE SAtetch

Cte2 At 2 = sict

“mkdir —p /var/spool/postfix/var/run"

"'mv —f /var/run/saslauthd/ /var/spool/postfix/var/run/"
"chmod 755 /var/spool/postfix/var/run/saslauthd/"

"In —s /var/spool/postfix/var/run/saslauthd/ /var/run/saslauthd"
root@kKisa-desk: et (Kisa-deskoAl)

OiE) EEE =220V EojuiT T} S =aiH

root@isa-desk:/q nkdir -p /var/spool/postfix/etc [~
root@isa-desk: /4 cd /etc

root@kisa-desk: fetc# cp localtine services host
host .conf hostnane hosts hosts.allow hosts.deny
root@kisa-desk: fetc# cp localtine services hosts resolv.conf /var/spool/postfix/f
etc/

root@kisa-desk: fetc# nkdir -p fvar/spool/postfix/var/run

root@kisa-desk: fetc# my -f fvar/run/saslauthd/ /var/spool/postfix/var/run/
root@kisa-desk: fetc# chnod 755 /var/spool/postfix/var/run/saslauthd/
root@kisa-desk: /etc# In -s fvar/spool/postfix/var/run/saslauthd/ /var/run/saslau
t hd
ToolWklsa-desk: JELCH
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STEP 10 submission F7}

"cd /etc/postfix'S /it = "vi master.cf*S 2{sto] MY Ut HE G

[ rootiwkisa-desk: fetc/posthix (Kisa-deskoj[Af)
OhelE) EEE 220y B0l EI)  =SeH)
root@kisa-desk: fetc#]cd fetc/post fix/ h =

root@kisa-desk:/etc/postfix# vi master.cf

# service type private unpriv chroot wakeup mmxproc commmand + args
# {ves) [yes) lves) (never) (100)
i s T e e e e e e e T e e e e
st p inet n - n - - s pd
submission inet n - n - - smpd
-0 smpd_sasl_auth_enable=yes
-0 smipd_client_restrictions=permit_sasl_authent icated,rejec!
Fig e e ) | ¥ L 8 il ad Ir B & LII!.I.“JL;
pickup fifo n - n 1] 1 pickup
c leanup unix n - n - 0 cleanup
gqugr fifo n - n 300 1 qugr 2
#gngr fifo n - n 300 1 ogqnET i
rewrite unix - - n - - trivial-rewrite
bounce unix - - n - 0 bounce
defer unix - - n - 0 bounce
trace unix - - n - ] bounce
verify unix - - n - 1 verify
flush unix n - n Loo0? ] flush
proxymap unix - - n - - proxynap
smtp unix - - n - - smtp
relay unix - B n - - smip
# -o smip_helo_tineout=5 -o smip_connect_tineout=5
w




STEP 11 3 &9l

postfix 2} saslauthd& AMA|ZF §F & SZHEel2 ot

“telnet localhost 25" WHOE ¢lgist F “ehlo 4o/ 8 & sict
“250-STARTTLS”2 SSLalg Aol = Z<S, “250 AUTH LOGIN PLAIN”
2 SMTP-AUTHZ} 8 Z2 Lect SIix5 stz of sl d2s A

o

—

o - S o = =

=5H CiA| =elE sfjiof sict.

= rootiokisa-desk: fetc (kisa-desko[Af)"

IoHH(E) ﬁﬂ{_ﬁ] H2Z(Wv) EojElT)  &(T) =SEZHH)

root@kisa—dﬁsk:!etc#l1Elnet localhost 25 I [=]
Trying 127.0.0.1...
Connected to localhost.

Escape character is "n]'.

220 upsx blgck2s gr kr ESMP Postfix
ehlo upsx.block2b.or . kr

250-PIPELI NI NG
250-SI1ZE 10240000
250 -VREY

250 -FTRN

250 - STARTTLS
250-AUM'H LOGIN PLAIN
250 -AUTHELOGIN PLAIN
Zo0- ENT BT R TAT S S
250-8BITM ME

250 BN

mujn
1
JE
o
fo
(‘D=
=)
o
|
Q
o
o
IR
(o]l
2
[}
&

“telnet localhost 587" & 0f
JIX| =2 =kelsict

ohelE)  ®EEE) =220 Eolgm BT =S2hH)

root@kisa—desk:!etcfpostfix#llefnci localhost SBTI [=]
Trying 127.0.0.1. ..
Connected to localhost.

Escape character is '"~]°"

SMP Postfix

ehlo upsx.block25 . or.kr
250 -upsx.block25 . or  kr
250 -PIPELI NI NG
250-SI7ZE 10240000

250 -VRFY

200 - ETR™M

250 -STARTTLS

250-AUTH LOGIN PLAIN
250 - AUTHELOGIN PLAIN
250-8BITM ME

250 DBN

(oEm
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4, Test WY TF

rooti@Kisa-desk: fetcfposthx (Kisa-deskiAl)
ofgl(E) ®ENE) =221 Eoidd BT ==2HH)

root@kisa-desk: fetc/postfix#]telnet localhost 25
Trying 127.0.0.1...
Connected to localhost.
Escape character is "A]".
220 upsx.block25.or. kr ESMP Postfix
ehlo upsx.block25.or . kr

250 -upsx.block25 . 0r . kr

250 -PIPELI NI NG

250-51ZE 10240000

250 -VRFY

250 -ETRN

250 -5TARTTLS

260-AUTH LOGIN PLAIN
250-AUTH=LOGI N PLATN

250 - ENHANCEDE TATUS CODES
2650-8BITM ME

250 TEM

muil fromremailtest000@EEmil.com
260 2.1.0 Ok

rcpt to:emuiltest000EEmil . com
260 2.1.5 Ok

data

354 End data with <CRz<LF>.<(R=<LF->
test

250 2.0.0 Ok: gueued as B3544A553
quit

221 2.0.0 Bye

Connection closed by foreign host.
rooti@kisa-desk: fetc/post fix#

LTTH T oA F 1

® emailtest000@gmalil.com

lest
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A Y ABolN HUS el g 4 ok 7hE
A% Zejo| Wi == ATt ey Helo| Yo st



otzi et Zo| 587H ZEZ MAds LUSSIFS 4 215 HXE dfok
50| == AE =l & =+ Act

= root@kisa-desk: [etc/posthix (Kisa-deskolAl)

IR EEE) =2 EojZ) ) =SEH) . s
root@isa-desk: /etc/postfix#|telnet localhost 587 [~

Trying 127.0.0.1...
Connected to localhost.
Escape character is "#]'.
220 upsx.block25.or.kr ESMTP Postfix
ehlo upsx.block25.or . kr
250-upsx.block25.or . kr
250-PI PELINI NG
250-51ZE 10240000
250-VREY

250-ETRN

250-5STARTTLS

250-AUTH LOGIN PLAIN
250-AUTH=LOGIN PLAIN
250 - ENHANCEIB TATUR CODES
250-8BITM ME

200 RN

AUTH LOGIN

334 ViNLcnshbWB
cofivdA==

334 UGFzc3dvenllh
MExM}:=

235 2.7.0 Authent ication successfgl
neil fromremuiltest000@emil.com
250 2.1.0 ok

rept to:emuiltest000@mil. com
250 2.1.5 k

data
354 End data with <(Rs<LF>.<(R=<LEk> ;‘
test 587f k-

Al oY MufolM oYe el @ 4 otk 2kE 4 MY AHe
A% Zejo| WeiP == AeIE ey Helo| Yo st

Eepxigio)R Eota| | Bmnal | A7

(H=glg) weanm |x

@ emailtest000E@gmaill.com
test 68T
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