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1. |l¥ XY (Sendmail 8.14.3) AA WA

SendmailollA] RBLS- 32 sb7] #1siA 'me' vHda 78k vt
ol FGAAel k= jJr‘?—_l% At $ me' Y

# cd /home/sendmail-8. 14.3/ct/cf

# Vi generic—solaris.mc

<generic—solaris.mc T} LiE ZHofAM>

divert(0)dnl

VERSIONID('$Id: generic—solaris.mc,v 8.13 2001/06/27 21:46:30 gshapiro Exp $')
OSTYPE(solaris2)dnl

DOMAIN(generic)dnl

FEATURE(dnsbl, ‘spamlist.or.kr', ‘Rejected — see http://www.kisarbl.or.kr')dnl (2t F=7})
MAILER(local)dnl

MAILER(smtp)dnl

[ 2-2] .mc

% LM Mx[ ghof izt memtd X7t g2tE £ ASH o

F7he= e fle] [d2-2]9F o] AAsfof of v A Al
olel7b A GFuth AARE 23AGE]~E(RBL)E 328}
2#14] RBL #o]2~& 'spamlist.or.kr'Z A gt}

Rejected ~'F-, W AEo] Ao dgo] Ao wf vk
FAIEM, Fxsh= RBLY AIE F4 55 A =

ol
-

e [1382-3]13 o] md vja2E o]83}¢] 'generic—solaris.mc'
o] HAE &L 'sendmail.cf' Lol Wk s},

)

# cd /home/sendmail-8. 14.3/cf/cf
# m4 ../m4/cf.m4 generic—solaris.mc > /etc/mall/sendmail.cft

[ 2-3] mc sendmail.cf



U3 2ol Sendmail WS AAAE 3F 5 Mu|A7F A o=
|

2 Folxet 25 LEVF AR dHUs

# /etc/init.d/sendmail stop (Z4/)
# /etc/init.d/sendmail start (A/Z})
# ps —ef | grep sendmail (Sendmail ZZAHA Z+2/)
# netstat —an | grep 25 (Z2£E7} Z2H A=A E2l)

[ 2-4] Sendmail

I JHFYTE 61.x.x.83 [PolA 5w v Yol

25 wd Ao WAz aA the o] AW
3
2E(RBL)Y| 9J5le] 2ty U€-S HolFUh

# cd /var/log

# vi syslog

<syslog W& ZHo|A{>

Aug 20 23:51:58 *** kr sm—mta[1134]: [ID 801593 mail.info] NOQUEUE: dns
83.x.x.61.spamlist.or.kr. => 127.0.0.1

Aug 20 23:51:58 *«xxkr sm—mta[1134]: [ID 702911 mail.notice]
ruleset=check_relay, arg1=[61.x.x.83], arg2=127.0.0.1, relay=[61.x.x.83],
reject=553 5.3.0 Rejected — see http://www kisarbl.or.kr

[ 2-5] sendmail

0OS :



O \rA~
=5

83 IP| A WAL

! X.X.
o), Azt jéﬂ‘;}ﬂ E(RBL)ell ¢z}

B AR Mgl Delivery Subsystern Hhe= AFSH: smmllsd|@ ormmmopshop, co,kr
H=: Returned mail: see transcript for details

The original message was received at Fri, 21 Aug 2009 11:04:47 +0300 (KST)

from [61. 2 761
The following addrezses had permanent fatal errors

tkat @ kr»
{reason: 553 5.3.0 Rejected - KISA-RBL - see http:Adwww kisarbl or ki)

————— Tranzcript of session follows

. while talking to send.spf.kr.:
sdl@or pzhop.co ke >

53> MAIL From:<
<< Bh3 h.3.0 Rejected - KISA-RBL - see hitp:/Awww. kisarbl or kr
501 5.6.0 Data format error

[ 2-6] P




. ARZF 238332 A~E(RBL) (RBLDNSD ©]&)

W5 Al2=Elo RBLDNS Hl&s AX|ste] o]&ah= Wio|H,
AL dule]Ed RBL Y-S th2E wrol v A n ol 1o
ol FAAmbt) AR A o2 RBLS tZste] Agivde
A3 Agog T IM(RSYNC, RBLDNS Daemon)S A X3}z,
AAIE 2PAPGY 2E(RBL)E o9 4+ A= wd AHjol] Zagh
AAE sfoF gtk
KISAoA 353 2o2 Uro]l AlFshi= RBLS ARA2] A Ao
SHAl AdeetAg skl ARRE = low, A 2atde AE

(RBL) a7 el wls) di-&&F mdA=7F &l

Do ma | ge—— . [z2Ezes
LR S Yo a0 | AFEXY
AMH mo E; §$+v55 - T ............... 1 ....... } H s
@EYELEY O@RELEH
YES/NO H= =
...... [,
{ RBLDNS |2 |
S —
REL D§A|7t P2 2E
KISA-RBL
e
[ 3-1] (RBL) (RBLDNSD )



1 AJ2" 33 g 2203 FA HY

B oo de £9AA Solaris 10& 7|52 24 FHowH
A AL obdgt Rt
T2 2M| A
=29 A A Solaris 10 (SunOS 5.10)
e A Sendmail 8.14.3
AHBF|AE CIREE T2 I rsync 3.0.6
RBLDNS Daemon rbldnsd 0.996b

2. AAZF 2WAA2] 2E(RBL) AFOlE 39 7HY]

AAE 2PAGY AE(RBL)E ve2E 8H7] fsiA= Aol

2.1 3¢ 71 A3

39 7S [https://www.kisarbl.or.kr > KISA—RBL =%
X H] 2 > RBLDNSD o]& > 3]47I]] oA 5= Ay g}



O slafY

» OFH 2PN E ZPESHY & 7MY HEE EHEHH FAI7| HHELICH

32 1D (4%} 0|2 16X} 0|0 2HE, 710§ 2)

HIZHZ (67 02 1675 0|0 22, 3L EFER FE)
S| AAE (AF 227k FHE 1ERD
AHASEHT K

HEA OIS

SFEREL e-mail
= m ol

Aoixt 523 ETERT

—
P
N

—

a9 7k} Aol ghes|w, olelsh ol il viehdch
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o 3¢ 219l

t}& 3 7ol [https://www.kisarbl.or.kr > KISA—RBL %
AH] 2~ > RBLDNSD ©o]g > 3= A =1

RBL)E 7] H&F Ro|H,

+ KISA-ABL = A7FE
= A7 HEERLICE

-
s{o| E WOl ,——ai{: ="

f| | >
r D&
".Ji
ﬂ
"Ib-
W m
B

KISA-RBL 292!

» MEIAR OJ2EIARIS 21018 8 2.

[ 3-4]

2.2 GZE§ MBAR 55

215ke] ol [1H3-5]¢F o] FHIAR

KISA ¢ %, 2719
Oers W

A Ho|A oA AAZF AMWAIE] AE(RBL)E
EY(EY)s s5dUTh

Au ] PFA4st T2E

CI2WS IPF2 BAET(EE) RRs
B1,251,% CIEEEW It « [0t
IP ) LS HEMH A

[ 3-3]

CHRWS P2 FAET(EH)
B TAEHHE
P ZE] 18 e
B1.251. mail oz
[ 3-6] IP

- 11 -



9] 2-[3-6]13} o] 'IP'E 2, ofefet o] A
R 21 gRE g 2 F e #9Fel vehdyh

2009-10-27 13:00:13.0 | 2009-10-27 13:00:26.0 Bl send success 11751342
o iy E1.251,

2009-10-23 13:00:04.0 | 2009-10-23 13:00:13.0 send SUCCESS 11891403
. o E1.251,

2009-10-11 1200:53.0 | 2009-10-11 13:01:02.0 send SUCCESS 10373355

[ 3-7] RSYNC

- 12 -




3. RSYNC Az 2 &g

RSYNC: KISAdA AFdts Ay AE
AMgE= T2 a3oln) S-S RSYNC A9 &8-S Amshc)
KISAol 391719 & &53F Ao Aqt RSY

AES L2 3§ Gyt
3.1. RSYNC A x]

wget TEOIE ARSI rsyne 32 HIE AlO]Eo|A rsyne ZEIHE
The2=stA Y, SHojAolM Ea o 5T

# cd /home/user/

# wget htto://www.samba.org/fto/rsync/rsync=3.0.6.tar.gz

——14:25:48—— http://www.samba.org/ftp/rsync/rsync—3.0.6.tar.gz

Resolving www.samba.org... 216.83.154.106

Connecting to www.samba.org|216.83.154.106(:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 778927 (761K) [application/x—gzip]

Saving to: ‘rsync—-3.0.6.tar.gz'

100%[ >] 778,927 463K/s in 1.6s
14:25:52 (463 KB/s) — ‘rsync—3.0.6.tar.gz' saved [778927/778927]

[ 3-8] wget rsync
olgf e} o] gunzip, tar HEH]E o]&3sle] Y =L FHA

# cd /home/user/

# gunzip rsync-3.0.6.tar.gz
# tar xvf rsync—3.0.6.tar

# cd /home/user/rsync/

# ./configure

# make

# make install

- 13 -



3.2. RSYNC H£=Z2=E HX2E
o RSYNC 43}

TR} o] WeolE AMgSle] e 2~ E(RBL)BAS thessin],
3 Aol ohelgh 2 WAA} e,

#cd /download

#/usr/local/bin/rsync —avz www.kisarbl.or. kr::spamiist /download
receiving file list ... done

i

spamlist1.txt
spamlist2.txt
spamlist3.txt

sent 153 bytes received 1990046 bytes 265359.87 bytes/sec
total size is 18021047 speedup is 9.05

[ 3-10] spamlist

>
>,
N
ﬁ_l
)

AAER AE(RBL) F3| oAl A 3l 7hdste] MM
FEE d9shH Edtd, oot ol FHAIATE v

#/usr/local/bin/rsync —avz www.kisarbl.or.kr::spamiist /download

@ERROR: access denied to spamlist from unknown (2.3.4.5)

rsync error: error starting client—server protocol (code 5) at main.c(1503)
[receiver=3.0.6]

[ 3-11] spamlist
SRS %—é%@gi.ﬂ%£5~a%q@,ﬂ%ﬂ/€ﬂ
E}EEE% 2 st

# cd /download
# Is —al spamilist=*

u‘a
AL
>
[t
gl
_l (
ro
s
°
O

—rw—r—r—— 1 1003 wheel 3019047 7% 22 20:07 spamlist1.txt
—rw—r—r— 1 1003 wheel 1379735 7% 22 20:07 spamlist2.txt
—rw—r—r—— 1 1003 wheel 1585802 7% 22 20:07 spamlist3.txt

[ 3-12] spamlist

- 14 -



o} o] bRl AqlulaE dhel ge Selsk ¢ ggudh

# more spamlist3. ixt

<spamlist Tt o] LI ZofAl>
:127.0.0.2

123.123.124.2 'www kisarbl.or kr'
123.123.123.0/24 'www.kisarbl.or.kr'
234.234.234.0/24 'www.kisarbl.or kr'

[ 3-13]
spamlist I o] &2 AU¥H2<l RBL 3t o] Fejel Fdsi,
HZolE AE P e digde] A (
Kol

'www.kisarbl.or.kr' 53 7#Zo| RBL

U2 2 A2 A28 (crontab)g ©] &3 R =
=2 4
= =

sk PEe Ay,

otz e} o] crontab WP EE=E Eoi7F I rsync TFLRE
gEo s AUy

# crontab —e

00 * = = = [usr/local/bin/rsync —avz www.kisarbl.or.kr::spamlist /download

[ 3-14] crontab

A1 A7 rsyne WRoI7F A EO] AAT FE] A AETL

teze o

y

- 15 -



4. RBLDNSD A ]

o RBLDNSD @?
28 DNS HEZoz dusor o
4% Qo) gow, A

Z
wlel Aue] Ax|she] ALgEUT,

AT WL AIH (DNS) <}
© 2 RBL DNS H&&

RBLDNSD o]&-2 4 wd F2lgko] 109 & o]l 25 AH
At s AFstY, 2R AES AFAe GA shA A

4.1. RBLDNSD t#=E= % AX
WE AblEE AH BRI, olefsh 2ol wget FHOE
o]- &3] A W] RBLDNSD L2138 the2= gt}
. http://www.corpit.ru/mjt/rbldnsd.html
https://www.kisarbl.or.kr

# cd /home/user/

# wget htto://www.corpit.ru/mjt/rbldnsa/rbldnsad_0.996b. tar.gz
—15:17:07— http://www.corpit.ru/mjt/rbldnsd/rbldnsd_0.996b.tar.gz
Resolving www.corpit.ru... 81.13.33.159

Connecting to www.corpit.ru|81.13.33.159]:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 113128 (110K) [application/x—gzip]

Saving to: ‘rbldnsd_0.996b.tar.gz'

100% >] 113,128 70.7K/s in 1.6s

15:17:11 (70.7 KB/s) — ‘rbldnsd_0.996b.tar.gz' saved [113128/113128]

[ 3-15] wget RBLDNSD

- 16 -



g go] tgEr=d Zzads 4F fAste AAFAEE

A3 31 rbldnsd AT o] AAFH YL

# cd /home/user/

# gunzip rbldnsd_0.996b.tar.gz

# tar xvif rbldnsa_0.996b.tar

# cd /home/user/rbldnsad-0.996b/
# ./configure

# make

[ 3-16] RBLDNSD
4.2. RBLDNSD 4!3}
ol o} Zo] W o]E o] &3t rbldnsd Hl=S A3 gt

# cd /home/user/rbldnsd—0.996b/
# ./rbldnsd —b 127.0.0.1/53 —p /tmp/rbldnsd.pid —I /tmp/rbldnsd.log \
kisarbl:ip4set:/download/spamlist1.txt

[ 3-17] RBLDNSD

i

% "ps —ef |grep rbldnsd"d4d & kill -9 PID £35+0f RBLDNSD Ald =X|

RBLDNSD A3 ZAo|A] ofge} 2 o wAIX7} YEf =
45l 'rbldns' FAE AGstar vl Ay d

rbldnsd: unknown user ‘rbldns'
# useradd rbldns

[ 3-18] rbldns

- 17 -



< RBLDNSD & 4 MY >

b : M8 PR} ZE X|H
¥ = Mool DNSeF gl 2dstH ofE ZE(0f: 5353)E AtE&Hct
—p : RBLDNSD ZZAM|A PID X|H
- Ej_m_olo x| A
-h : rbldnsd =2t

kisarbl-jp4set:/download/spamiist]. ixt
RBLH[O|A FAL} IPVAE AL, ABEIAE nielg XA e},

¥ RBL H|O|AZH RBL S¥E& F&st= 7|2 F240|0, KISAMHAl MESst= 7|2 RBL
HO| A= ‘spamlist.or.kr’ &Lt ZZHo|A RBLDNSDE A& A el EXA}

(ofl: kisarbl)& AlZsto{E F4btsiX|gh HedMe] MM Ziof 22 o|§Lz XX
s F oF gt (4.4 E)

RBLDNSD7} A& oz 28w 9o ofgel e wA|x]7}
SRR aRA=

rbldnsd: listening on 127.0.0.1/53

rbldnsd: ip4set:/download/spamlist1.txt: 20090715 051918:
e32/24/16/8=2/132/0/0

rbldnsd: zones reloaded, time 0.0e/0.0u sec

rbldnsd: rbldnsd version 0.996b (29 Mar 2008) started (1 socket(s), 1 zone(s))

[ 3-19] RBLDNSD

Hd MTAZF A HA RBLDNSD= ?&}_ == resolv.conf Z}JS-
AAFIT) Age] RBLDNSD ®l& 218 A Qs [PRag 27k}

# vi /etc/resolv.conf
nameserver 127.0.0.1 or A4 IP (RBLDNS O = AlsiA| X|X st |P)
nameserver (Z|& DNS IP)

[ 3-20] resolv.conf RBLDNSD IP

4.3. RBL lookup HIZE

RBLDNSD+ &HEH 2 YA H(DNS)eF &2 54 P9 RBL
2E 23] o7 uls golslry] wio RBL lookup®t A]Lat ),

RBL lookupe] &, 7]&2] DNS 3ol AA of5iubA] oA ok



HYgE Fel= DNS HejE Ptk gl DNS  lookupe
'nslookup hostname.domain.com'¥®} &2 d2lor ZHoE 3FA|uh
RBLDNSDO| A= [PFAE o]f, dso s 2o syt

#vi spamlist]. ixt

:127.0.0.2 (DNS A B|Z= dtst g @ 127.0.0.2)

1.2.3.4 ‘www.kisarbl.or.kr'

211.212.211.33 ‘www.kisarbl.or.kr'

[ 3-21] P
&< nslookup HHOE o]&st] AAAoE FHsEA &<

styrt), 2 ostax} sk IP7F 1.2.3.490]WH, 9o =2 43217
RBLDNSD 2l8JA] %|4 gﬂ?ﬂ RBL H|o]~ ‘kisarbl'S &gt}

ofelel o] vpEhE ~gieasd] SAlEo] Sl AHE ovlaH
= %ol gled FA ﬂoi AA 2 AHE 9| gy

# nslookup 4.3.2.1.kisarbl (Zl2|5l2i= IPE &0z Qladst 5 RBL H|O|AE ¢l2d)
Server: 127.0.0.1

Address: 127.0.0.1#53

Name: 4.3.2.1 kisarbl

Address: 127.0.0.2 (127.0.0.2 2|& 1.2.3.4 IP7} RBLO| X EA=SS <lo])

[ 3-22] nslookup RBL lookup

- 19 -



el dig WHols Algale] Selgh),

# dig 4.3.2.1.kisarbl/

; <<>> DiG 9.3.4-P1 <<>> 4.3.2.1 kisarbl

;» global options: printcmd

;» Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 784

;; flags: ar aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;4.3.2.1 Kkisarbl. IN A

;; ANSWER SECTION:
4.3.2.1 Kkisarbl. 2100 IN A 127.0.0.2
(A 2lZ= 127.0.0.2 2|& 1.2.3.4 IP7} RBLO| S =HASS 2lo])

[ 3-23] dig RBL lookup

- 20 -




4.4, 99 X8 (Sendmail 8.14.3) AA WA

TRea} o] LAY Y AL AEE F SAIR

'sendmail.mc’ FL=Z EA5l= AFol= sld JAdS A}

# cd /home/sendmail-8. 14.3/cf/cf

# Vi generic—solaris.mc

<generic—solaris.mc T L|E Zof|A>

divert(0)dnl

VERSIONID('$ld: generic—solaris.mc,v 8.13 2001/06/27 21:46:30 gshapiro Exp $')
OSTYPE(solaris2)dnl

DOMAIN(generic)dnl

FEATURE(dnsbl, ‘kisarbl', Rejected — see htto-//www.kisarbl.or.kr/)anl (221 FEIF)
MAILER(local)dnl

MAILER(smtp)dnl

[ 3-24] .mc :

oA Mx| ghHof w2t me ot fIx[7F EEFE = AEH L

o] [T1=3—-24]2} 2o] fIxJsHok of ] A3 A] ofje]7| dhAlsEK] ko,
RBL o]~ RBLDNSD A& Al XA 3} kisarbl'S =3}

'Rejected ~' F-#-2, RBLo| ¢]3f Uﬂo Ago] Adst= 459
HEs Ao FTAIFE = WEPdYo #FFs= RBLY AOJE F4
= WAYYTL

o2 [2¥3-25]¢F o] md mARE o]&ste] HAE Tds

'sendmail.cf' 3ol wkd g},

# cd /home/sendmail-8. 14.3/cf/cf
# m4 ../m4/cf.m4 generic—solaris.mc > /etc/malil/sendmail.cf

[ 3-25] mc sendmail.cf

- 21 -



T3t #20] Sendmail Hla AAIZF 3 5, U7t A o=
|

2 Folxet 25 LEVF AR dHUs

# /etc/init.d/sendmail stop (Z4/)
# /etc/init.d/sendmail start (A/Z})
# ps —ef | grep sendmail (Sendmail ZZAHA Z+2/)
# netstat —an | grep 25 (Z2£E7} Z2H A=A E2l)

[ 3-26] Sendmail

A|57H RBLDNSDE ©]83f] 2~
22 A =91y &<l IPE 9|
Ho sS4t

RBLDNSD7} Ax]% Aol spamlistl.txtel]l 3¢ [PE F7}sta
Fol TPAHAA telnet HWEAES o] &3} RBLDNSD7} 7@%_
HAXHo| WA F21 sFF oy AdE AS 2l & 4 d5YTh

#vi spamlist1.txt
1127.0.0.2
61.x.x.83 ‘www.kisarbl.or.kr' (&2l IP)

[ 3-27] IP

=6 IR 55 - SecureCRT -0 =|
File Edit “iew Options Transter Script Tools  Help

iﬁ@@uﬂﬁ LR SREI TR e F

I 1 | B1.251.11283 =
bash- 3 0¥ telnet sel kr 25 (telnet smip B ;'
Trving BI. 103, ..
Connected to se ' . ".kr.

Escape character is '"1'.
220 spf.kr ESMTP Sendmail 8.14.3/8.14.3: Fri, 21 Ahug 2009 00:25:39 +0900 (KST)
HELO kisa.or.kr (A EHE 203

250 : f.kr Hello [B1.__.. . 2.83], pleased to meet you

mail from: blackip@kisa.or kr{MQ 2ray =4 ors

53 5.3.0 Rejected — see httpi/Awww. kisarbl.or . kr/ )
== IP61.xx832 RELH SAS0 HY 24 FE =

Ready ssh: AES-128 4, 1 10 Rows, 82 Cols  WTI100 CaP NUM&

[ 3-28] telnet

- 22 -



¢ H|2~EZ3} RBLDNSD+= A2 spamlistl.txtE +a1s}o]

SRIPE AV Yee B F 5 AUk

TR2-8 sendmail E104 oo} Zo] X}

# tall —f /var/log/syslog

<syslog W& ZollA>

Aug 21 00:25:39 *** kr sm-mta[1171]: [ID 801593 mail.info] NOQUEUE: dns
83.x.x.61 .kisarbl. => 127.0.0.2

Aug 21 00:25:39 ==*=x.kr sm—mta[1171]: [ID 702911 mail.notice] ruleset=check_relay,
arg1=[61.x.x.83], arg2=127.0.0.2, relay=[61.x.x.83], reject=553 5.3.0 Rejected -
see http://www kisarbl.or.kr/

[ 3-29] sendmail
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