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1. @9 A9 (qmail 1.03) A3 AF

gmailell 4] RBL FZAMH|2E ALE3H7] ¢34+ rblsmtpd
2 o] AX|Eo| glojof T,

rblsmtpd= ucspi—tcp I7IX|e] ESIE o] Jormz o}l o]
wget "EOIE o]8ste] Fal M7 uespi—tep HIAE The-EEFT

# cd /home/

# wget http://cr.yp. to/ucspi-tcp/ucspi—-tcp—0.88.tar.gz
——15:03:09— http://cr.yp.to/ucspi—tcp/ucspi-tcp—0.88.tar.gz
Resolving cr.yp.to... 131.193.36.21

Connecting to cr.yp.to|131.193.36.21/:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 53019 (52K) [application/x—gzip]

Saving to: ‘ucspi—tcp—0.88.tar.gz'

100%( >] 53,019 65.9K/s in 0.8s

15:03:11 (65.9 KB/s) — ‘ucspi—tcp—0.88.tar.gz' saved [53019/53019]

[ 2-2] wget ucspi-tcp

U [192-3]3} o] Y223t uespi—tep RS 45 aljAskaL

s |
=
rrzEs Av U,

# gunzip ucspi-tcp—0.88.tar.gz
# tar xvf ucspi—tcp—0.88.tar
# cd ucspi—tcp—-0.88
# make

et
./load install hier.o auto_home.o unix.a byte.a

./compile instcheck.c
./load instcheck hier.o auto_home.o unix.a byte.a

[ 23]



U [2™2-4]9F 2o ucspi—tep H7I1AE AAgYTh

# make setup check
Jinstall
.Jinstcheck

[ 2-4] ucspi-tcp

The [23H2-5]9F o] rblsmtpd7} A4 o2 A= A=A] BRI

# Is —al /usr/local/bin/rblsmtod
—rwxr—xr—x 1 root bin 34616 20094 1€ 1L /usr/local/bin/rblsmtpd

[ 2-5] rblsmtpd

O [Z2™H2-6]139 2ol qmail A3 s BAETE run A=

4o P27k RBLOl SA1H0] 9l 3 5539l #AI5H,
'—r' 4 thgolli= RBL-BLOCKS 913t RBL Hlo]2~E XA gc)

RBL Hlo] == HAAI 29xAGdE] ~E(RBL)E #Hx2d A5
'spamlist.or.kr'S A A3, t}E RBLS /4 =z FASod+=
'—r' A t}&o &Y RBL H|o]|AE F7F =t}

(Ex. —r bl.spamcop.net, —r cbl.abuseat.net, —r zen.spamhaus.org, ...)

# cd /var/qgmail/supervise/qgmail-smipod

# Vi run

<run I L8 FollA>

#!/bin/sh

exec /usr/local/bin/softlimit —m 3000000 \

/usr/local/bin/tcpserver —v —p —x \

/etc/tcp.smip.cdb —u 102 =g 101 0 25\

/usr/local/bin/rblsmtpd —b —r spamlist.or.kr —r bl.spamcop.net \ (F7l= 2&)

/var/gmail/bin/gmail-smtpd 2>&1

[ 2-6] run rblsmtpd



SR

Ag Z<)

7ro] gmail
29} 25WH

Hl=

T - hA
XEVL AAHow

# /etc/init.d/gmaild stop
# /fetc/init.d/gmaild start
# ps —ef | grep gmail

# nelstat —an | grep 25

(SX)

(AZf)

(gmail ZZ2AA 2f2l)
(EEZ} H2QUEX 2+el)

[ 2-7] gmail

W Ao WdzadA e Zo] A3
SUTE 61.x.x.83 [PollA] 245 wdo)
RBL)Oﬂ o&le] Add Y&e HolEU

#cd /var/adm/log/gmail/smtpd

#vi current

<current L& FolA{>

tcpserver: pid 28940 from 61.x.x.83

tcpserver: ok 28940 :61.x.x.103:25 :61.x.x.83::33373
rblsmtpd: 61.x.x.83 pid 28940: 553 'www.kisarbl.or.kr'
tcpserver: end 28940 status 0O

tcpserver: status: 0/40

[ 2-8] maillog
0S :



259 61.x.x.83 [PIA] HALE
A Mapcta] ~E (RBL)

©)

AFEF: Mail Delivw systern Bh= AFEH IO Eon oD, co kr
' Returned mail: ¢ script for details

The original message was received at Fri, 21 Aug 2009 15:27:11 +0000 (KST)
from [61. 1761

————— The following addre=s=es had permanent fatal errors ———

Cteoo_dli@s kr» RBLOI XISl
(reason: B3 www. kizarbl.or kr')  tktestastest krl]] B2 92

————— Transcript of session follows ————
... while talking 1o send.  “kr.:
»r» BCPT Tor<tks d@s kr>
O BR3 www kisarbl or k'
pR0 BT <tke  dl@:z kr>... User unknown

[ 2-9] IP



. 2AA7F 2282132 ~E(RBL) (RBLDNSD ©]£)

W5 Al2=Elo RBLDNS Hl&s AX|ste] o]&ah= Wio|H,
AZE Aulo]EF RBL 3tYs thE 2= Wrol wdxnjof] ke
| FAIAmPcE 2FA A o2 RBLE tZ2ste] AvdS
A3 Agog T IM(RSYNC, RBLDNS Daemon)S A X3}z,
AAE 2AG Y AE(RBL)E o869 4+ =S wld AMujd 83
AAE sfoF gtk
KISAoA 353 2o2 Uro]l AlFshi= RBLS ARA2] A Ao
SHAl AdeetAg skl ARRE = low, A 2atde AE

(RBL) a7 el wls) di-&&F mdA=7F &l

oz ma | peee———— . [zoEnez
M e Yoo g s | AFEX}
MH woznggve .. g - W=
B EIENEE ORELET
YES/NO H= =
T
{ RBLDNS |2 |
b B
REL D4A|7H CI22C
KISA-RBL
AMH
[ 3-1] (RBL) (RBLDNSD )



1 A28 33 g 22330 FA Y

B oo de 9AA Solaris 10& 7|52 24 FHowH
A WAE ofdlet 2y
T2 2Ml HA
=29 A A Solaris 10 (SunOS 5.10)
MY M gmail 1.03
AP AE CIREE T2 rsync 3.0.6
RBLDNS Daemon rbldnsd 0.996b

2. AAZF 2BAAE A2E(RBL) AFOlE 3¢ 714

AAZE 2|AGY AE(RBL)E Y25 7] Yl s AR
319713 dlloF gy
, KISA 7ol &) 7tdo] sAH o of

= WS A8 [Pe} T AEY
ol Aut ~WE~E(RBL)E HeEE S
A E

o

ojrl
i
F{F
had
e
=
l?l'.
s
(m
ki
=
ro,
y
F“
>
o
:'_.
E
s

2.1 314 719 A4

89 7192 [https://www.kisarbl.or.kr > KISA—RBL &3
8]~ > RBLDNSD ©o]-& > 3|¥47}]] oA 5= 21A gy,

- 10 -
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o 3¢ 219l

t}& 3 7ol [https://www.kisarbl.or.kr > KISA—RBL %
AH] 2~ > RBLDNSD ©o]g > 3= A =1

RBL)E 7] H&F Ro|H,

+ KISA-ABL = A7FE
= A7 HEERLICE

-
s{o| E WOl ,——ai{: ="

f| | >
r D&
".Ji
ﬂ
"Ib-
W m
B

KISA-RBL 292!

» MEIAR OJ2EIARIS 21018 8 2.

[ 3-4]

2.2 GZE§ MBAR 55

215ke] ol [1H3-5]¢F o] FHIAR

KISA ¢ %, 2719
Oers W

A Ho|A oA AAZF AMWAIE] AE(RBL)E
EY(EY)s s5dUTh

Au ] PFA4st T2E

CI2WS IPF2 BAET(EE) RRs
B1,251,% CIEEEW It « [0t
IP ) LS HEMH A

[ 3-3]

CHRWS P2 FAET(EH)
B TAEHHE
P ZE] 18 e
B1.251. mail oz
[ 3-6] IP

- 12 -



9] 2-[3-6]13} o] 'IP'E 2, ofefet o] A
R 21 gRE g 2 F e #9Fel vehdyh

2009-10-27 13:00:13.0 | 2009-10-27 13:00:26.0 Bl send success 11751342
o iy E1.251,

2009-10-23 13:00:04.0 | 2009-10-23 13:00:13.0 send SUCCESS 11891403
. o E1.251,

2009-10-11 1200:53.0 | 2009-10-11 13:01:02.0 send SUCCESS 10373355

[ 3-7] RSYNC

- 13 -




3. RSYNC Az 2 &g

RSYNC: KISAdA AFdts Ay AE
AMgE= T2 a3oln) S-S RSYNC A9 &8-S Amshc)
KISAol 391719 & &53F Ao Aqt RSY

AES L2 3§ Gyt
3.1. RSYNC A x]

wget TEOIE ARSI rsyne 32 HIE AlO]Eo|A rsyne ZEIHE
The2=stA Y, SHojAolM Ea o 5T

# cd /home/user/

# wget htto://www.samba.org/fto/rsync/rsync=3.0.6.tar.gz

——14:25:48—— http://www.samba.org/ftp/rsync/rsync—3.0.6.tar.gz

Resolving www.samba.org... 216.83.154.106

Connecting to www.samba.org|216.83.154.106(:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 778927 (761K) [application/x—gzip]

Saving to: ‘rsync—-3.0.6.tar.gz'

100%[ >] 778,927 463K/s in 1.6s
14:25:52 (463 KB/s) — ‘rsync—3.0.6.tar.gz' saved [778927/778927]

[ 3-8] wget rsync
obelsh 2ol gunzip, tar HHOIE o83kl A 4HE A,
make FHOIE Boho] 22 TEE A Fun,

# cd /home/user/

# gunzip rsync-3.0.6.tar.gz
# tar xvf rsync—3.0.6.tar

# cd /home/user/rsync/

# ./configure

# make

# make install

- 14 -



3.2. RSYNC H£=Z2=E HX2E
o RSYNC 43}

TR} o] WeolE AMgSle] e 2~ E(RBL)BAS thessin],
3 Aol ohelgh 2 WAA} e,

#cd /download

#/usr/local/bin/rsync —avz www.kisarbl.or. kr::spamiist /download
receiving file list ... done

i

spamlist1.txt
spamlist2.txt
spamlist3.txt

sent 153 bytes received 1990046 bytes 265359.87 bytes/sec
total size is 18021047 speedup is 9.05

[ 3-10] spamlist

>
>,
N
ﬁ_l
)

AAER AE(RBL) F3| oAl A 3l 7hdste] MM
FEE d9shH Edtd, oot ol FHAIATE v

#/usr/local/bin/rsync —avz www.kisarbl.or.kr::spamiist /download

@ERROR: access denied to spamlist from unknown (2.3.4.5)

rsync error: error starting client—server protocol (code 5) at main.c(1503)
[receiver=3.0.6]

[ 3-11] spamlist
SRS %—é%@gi.ﬂ%£5~a%q@,ﬂ%ﬂ/€ﬂ
E}EEE% 2 st

# cd /download
# Is —al spamilist=*

u‘a
AL
>
[t
gl
_l (
ro
s
°
O

—rw—r—r—— 1 1003 wheel 3019047 7% 22 20:07 spamlist1.txt
—rw—r—r— 1 1003 wheel 1379735 7% 22 20:07 spamlist2.txt
—rw—r—r—— 1 1003 wheel 1585802 7% 22 20:07 spamlist3.txt

[ 3-12] spamlist

- 15 -



o} o] bRl AqlulaE dhel ge Selsk ¢ ggudh

# more spamlist3. ixt

<spamlist Tt o] LI ZofAl>
:127.0.0.2

123.123.124.2 'www kisarbl.or kr'
123.123.123.0/24 'www.kisarbl.or.kr'
234.234.234.0/24 'www.kisarbl.or kr'

[ 3-13]
spamlist I o] &2 AU¥H2<l RBL 3t o] Fejel Fdsi,
HZolE AE P e digde] A (
Kol

'www.kisarbl.or.kr' 53 7#Zo| RBL

U2 2 A2 A28 (crontab)g ©] &3 R =
=2 4
= =

sk PEe Ay,

otz e} o] crontab WP EE=E Eoi7F I rsync TFLRE
gEo s AUy

# crontab —e

00 * = = = [usr/local/bin/rsync —avz www.kisarbl.or.kr::spamlist /download

[ 3-14] crontab

A1 A7 rsyne WRoI7F A EO] AAT FE] A AETL

teze o

y

- 16 -



4. RBLDNSD A ]

o RBLDNSD @?
28 DNS HEZoz dusor o
4% Qo) gow, A

Z
wlel Aue] Ax|she] ALgEUT,

AT WL AIH (DNS) <}
© 2 RBL DNS H&&

RBLDNSD o]&-2 4 wd F2lgko] 109 & o]l 25 AH
At s AFstY, 2R AES AFAe GA shA A

4.1. RBLDNSD t#=E= % AX
WE AblEE AH BRI, olefsh 2ol wget FHOE
o]- &3] A W] RBLDNSD L2138 the2= gt}
. http://www.corpit.ru/mjt/rbldnsd.html
https://www.kisarbl.or.kr

# cd /home/user/

# wget htto://www.corpit.ru/mjt/rbldnsa/rbldnsad_0.996b. tar.gz
—15:17:07— http://www.corpit.ru/mjt/rbldnsd/rbldnsd_0.996b.tar.gz
Resolving www.corpit.ru... 81.13.33.159

Connecting to www.corpit.ru|81.13.33.159]:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 113128 (110K) [application/x—gzip]

Saving to: ‘rbldnsd_0.996b.tar.gz'

100% >] 113,128 70.7K/s in 1.6s

15:17:11 (70.7 KB/s) — ‘rbldnsd_0.996b.tar.gz' saved [113128/113128]

[ 3-15] wget RBLDNSD

- 17 -



g go] tgEr=d Zzads 4F fAste AAFAEE

A3 31 rbldnsd AT o] AAFH YL

# cd /home/user/

# gunzip rbldnsd_0.996b.tar.gz

# tar xvif rbldnsa_0.996b.tar

# cd /home/user/rbldnsad-0.996b/
# ./configure

# make

[ 3-16] RBLDNSD
4.2. RBLDNSD 4!3}
ol o} Zo] W o]E o] &3t rbldnsd Hl=S A3 gt

# cd /home/user/rbldnsd—0.996b/
# ./rbldnsd —b 127.0.0.1/53 —p /tmp/rbldnsd.pid —I /tmp/rbldnsd.log \
kisarbl:ip4set:/download/spamlist1.txt

[ 3-17] RBLDNSD

i

% "ps —ef |grep rbldnsd"d4d & kill -9 PID £35+0f RBLDNSD Ald =X|

RBLDNSD A3 ZAo|A] ofge} 2 o wAIX7} YEf =
45l 'rbldns' FAE AGstar vl Ay d

rbldnsd: unknown user ‘rbldns'
# useradd rbldns

[ 3-18] rbldns

- 18 -



< RBLDNSD & 4 MY >

b : M8 PR} ZE X|H
¥ = Mool DNSeF gl 2dstH ofE ZE(0f: 5353)E AtE&Hct
—p : RBLDNSD ZZAM|A PID X|H
- Ej_m_olo x| A
-h : rbldnsd =2t

kisarbl-jp4set:/download/spamiist]. ixt
RBLH[O|A FAL} IPVAE AL, ABEIAE nielg XA e},

¥ RBL H|O|AZH RBL S¥E& F&st= 7|2 F240|0, KISAMHAl MESst= 7|2 RBL
HO| A= ‘spamlist.or.kr’ &Lt ZZHo|A RBLDNSDE A& A el EXA}

(ofl: kisarbl)& AlZsto{E F4btsiX|gh HedMe] MM Ziof 22 o|§Lz XX
s F oF gt (4.4 E)

RBLDNSD7} A& oz 28w 9o ofgel e wA|x]7}
SRR aRA=

rbldnsd: listening on 127.0.0.1/53

rbldnsd: ip4set:/download/spamlist1.txt: 20090715 051918:
e32/24/16/8=2/132/0/0

rbldnsd: zones reloaded, time 0.0e/0.0u sec

rbldnsd: rbldnsd version 0.996b (29 Mar 2008) started (1 socket(s), 1 zone(s))

[ 3-19] RBLDNSD

Hd MTAZF A HA RBLDNSD= ?&}_ == resolv.conf Z}JS-
AAFIT) Age] RBLDNSD ®l& 218 A Qs [PRag 27k}

# vi /etc/resolv.conf
nameserver 127.0.0.1 or A4 IP (RBLDNS O = AlsiA| X|X st |P)
nameserver (Z|& DNS IP)

[ 3-20] resolv.conf RBLDNSD IP

4.3. RBL lookup HIZE

RBLDNSD+ &HEH 2 YA H(DNS)eF &2 54 P9 RBL
2E 23] o7 uls golslry] wio RBL lookup®t A]Lat ),

RBL lookupe] &, 7]&2] DNS 3ol AA of5iubA] oA ok



HYgE Fel= DNS HejE Ptk gl DNS  lookupe
'nslookup hostname.domain.com'¥®} &2 d2lor ZHoE 3FA|uh
RBLDNSDO| A= [PFAE o]f, dso s 2o syt

#vi spamlist]. ixt

:127.0.0.2 (DNS A B|Z= dtst g @ 127.0.0.2)

1.2.3.4 ‘www.kisarbl.or.kr'

211.212.211.33 ‘www.kisarbl.or.kr'

[ 3-21] P
&< nslookup HHOE o]&st] AAAoE FHsEA &<

styrt), 2 ostax} sk IP7F 1.2.3.490]WH, 9o =2 43217
RBLDNSD 2l8JA] %|4 gﬂ?ﬂ RBL H|o]~ ‘kisarbl'S &gt}

ofelel o] vpEhE ~gieasd] SAlEo] Sl AHE ovlaH
= %ol gled FA ﬂoi AA 2 AHE 9| gy

# nslookup 4.3.2.1.kisarbl (Zl2|5l2i= IPE &0z Qladst 5 RBL H|O|AE ¢l2d)
Server: 127.0.0.1

Address: 127.0.0.1#53

Name: 4.3.2.1 kisarbl

Address: 127.0.0.2 (127.0.0.2 2|& 1.2.3.4 IP7} RBLO| X EA=SS <lo])

[ 3-22] nslookup RBL lookup

- 20 -



el dig WHols Algale] Selgh),

# dig 4.3.2.1.kisarbl/

; <<>> DiG 9.3.4-P1 <<>> 4.3.2.1 kisarbl

;» global options: printcmd

;» Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 784

;; flags: ar aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;4.3.2.1 Kkisarbl. IN A

;; ANSWER SECTION:
4.3.2.1 Kkisarbl. 2100 IN A 127.0.0.2
(A 2lZ= 127.0.0.2 2|& 1.2.3.4 IP7} RBLO| S =HASS 2lo])

[ 3-23] dig RBL lookup

- 21 -




4.4, W9 A8 (qmail 1.03) A3 ¥

gmailell 4] RBL FZAMH|2E ALE3H7] ¢34+ rblsmtpd
2 o] AX|Eo| glojof T,

rblsmtpd= ucspi—tcp I7IX|e] ESIE o] Jormz o}l o]
wget "EOIE o]8ste] Fal M7 uespi—tep HIAE The-EEFT

# cd /home/

# wget http://cr.yp. to/ucspi-tcp/ucspi—-tcp—0.88.tar.gz
——15:03:09— http://cr.yp.to/ucspi—tcp/ucspi-tcp—0.88.tar.gz
Resolving cr.yp.to... 131.193.36.21

Connecting to cr.yp.to|131.193.36.21/:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: 53019 (52K) [application/x—gzip]

Saving to: ‘ucspi—tcp—0.88.tar.gz'

100%( >] 53,019 65.9K/s in 0.8s

15:03:11 (65.9 KB/s) — ‘ucspi—tcp—0.88.tar.gz' saved [53019/53019]

[ 3-24] wget ucspi-tcp

oS [2383-25]9) % &2 =3k ucspi—tep WAE U=

[ o]
AAste 2rmes A9

# gunzip ucspi-tcp—0.88.tar.gz
# tar xvf ucspi—tcp—0.88.tar
# cd ucspi—tcp—-0.88
# make

et
./load install hier.o auto_home.o unix.a byte.a

./compile instcheck.c
./load instcheck hier.o auto_home.o unix.a byte.a

[ 3-25]

- 22 -



thS- [183-26]13 #o] ucspi—tep H7IAE A X g}

# make setup check
Jinstall
.Jinstcheck

[ 3-26] ucspi-tcp

The [233-27]3 o] rblsmtpd7| /g4 0= A= R0=A] SR,

# Is —al /usr/local/bin/rblsmtod
—-rwxr—xr—x 1 root bin 34616 2009 A 18 1< /usr/local/bin/rblsmtpd

[ 3-27] rblsmtpd
w [293-28]7 o] gmail A3 AN A run FLS
A
'—b' A2 IPFA7}F RBLOl| A=) Qi 785 '553'0l21E EAI8hH,
'—r' 4 2ol RBL-BLOCKS 9]8+ RBL Hl|o]~E A A g},

RBL H]o]2*= RBLDNSD A& A xA& kisarbl'S l=la)c},
b2 RBLS 3 #28 ASo= ' &4 thgd] &% R
Ho] 25 AH T

(Ex. —r bl.spamcop.net, —r cbl.abuseat.net, —r zen.spamhaus.org, ...)

# cd /var/gmail/supervise/qgmail-smipod

# Vi run

<run I L8 FollA>

#!/bin/sh

exec /usr/local/bin/softlimit —m 3000000 \

/usr/local/bin/tcpserver —v —p —x \

/etc/tcp.smip.cdb —u 102 =g 101 0 25\

Jusr/local/bin/rblsmipd —b —r kisarbl —r bl.spamcop.net \ FOlE 22
/var/gmail/bin/gmail-smtpd 2>&1

[ 3-28] run rblsmtpd
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# /etc/init.d/gmaild stop (Z*/)

# /etc/init.d/gmaild start (A|Zf)

# ps —ef | grep gmail (gmail ZZ2AA 2f2/)

# netstat —an | grep 25 (ZE7} 22/U=A 2el)

[ 3-29] gmalil

Al=7H4 RBLDNSDE olgste] 231 Ahdt W< Awskal
OS2 A =Wely} &2l [PE o
Ho sS4t

RBLDNSD7} A x5l A8 o] spamlistl.txtel] &< [P= 7}6 al,
32l IPA WA telnet WHO]E ©|835}o] RBLDNSD7} &84
AW wd FA sFH o AE AS El & 4 JdHFUTh

#vi spamlist1.txt
1127.0.0.2
61.x.x.83 'see — www.kisarbl.or.kr' (=2l IP)

[ 3-30] IP

=6 55 - SecureCRT

File Edit Miew Options Transter Script  Tools  Help

PILBPD BREBEI TR @Bk

|- - | 61.251.112.83 || | N
bash-3.00% telnet 5 1.5 * . kr 25 (telnet smip 2= a]
Trying B1.; 03 ..
Connected to = 1.2 .kr.

Escape character is "],

220 rblsmtpd. local

HELO kisa.or.kr (AH =HE 221)
280 rblsmtpd. local

mail from: - sd | Gon o p.coLkr{ErAl RS orE)

250 rblsmtpd. local

rcpt tof tk @z~ kr

BB3 "see — www. kisarbl . or. kr’

I==1r61xx83=RBL SASH HY =& T EI
Feady sshe: AES-128 12, 1 12 Rows, 80 Cols  WTI100 CAP NUL

[ 3-31] telnet

- 24 -



9 "Hl~EZA3} RBLDNSDE AAA O R spamlistl.txtS

SHIPE WS 98 H # 5 A
o]
-

ThS-2- qmail 2104 o}eje} o] =}

.
R

# tall —f /var/log/syslog

<syslog W& ZollA>

tcpserver: pid 29073 from 61.x.x.83

tcpserver: ok 29073 :61.x.x.103:25 :61.x.x.83::33376
rblsmtpd: 61.x.x.83 pid 29073: 553 'see — www.kisarbl.or.kr'
tcpserver: end 29073 status O

tcpserver: status: 0/40

[ 3-32] gmail

0OS :
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