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0. AAZF 2fxbde|~2E(RBL) (FEAA)
1. Wld A8 (Exchange Server 2007) A W7
RBL #% 759 AH8el7] $18)4E Edge ¥4 AW E Hub
e A7F AAHo] lofok ). & viwrdolA = 'Hub HF
AEeE Akl E U
Edge . http://technet. microsoft.com/ko-kr/library/bb124701.aspx
Hub . http.//technet.microsoft.com/ko-kr/library/bb123494.aspx
Anti—spam 7]e& ARGl flske], AR > 'ZEO! >
'"Microsoft Exchange Server 2007' > 'Exchange ¥z 'S 23
sk & ol e} 7ro] AntispamAgentsE A XY}

£ X : http://technet.microsoft.com/en—us/library/bb201691.aspx

> cd ‘c:\program files|\microsoftlexchange server\scripts’ (C/2/E{Z] 0/F)
> ./install-AntispamAgents.ps1 (&%)

> Restart-Service MSExchangeTransport — (A/H[2 ZA|Z})

[ 2-1] AntispamAgents

B8 Machine: kisarbl | Scope: | NG

[PE]1 C:Wcd 'c:Wprogram filesWmicrosoftiexchange serverlscripts’
[PE]1 C:Wprogram filestmicrosoftiexchange serverWScripts>.install-AntispamfAgent

Priority

Connection Filtering Agent
Content Filter Agent
Sender Id Agent

fender Filter Agent
Recipient Filter Agent
Protocol Analyszis Agent

WARNING: The agents listed abouve have heen installed. Please restart Microsoft
Exchange Transzport service for changes to take effect.

[PS]1 C:Wprogram filesWmicrosoftWexchange serverWScriptsiRestart-—Service M3Excha
geTransport

WARMING: UWaiting for service 'Microsoft Exchange Transport
(MEExchangeTransport)’ to finish stopping...

[ 2-2] AntispamAgents



AntispamAgents7} AX| %W, ol [Z2H2-3]3 o]
'Exchange ¥#g] Z£&'9 '2Z FA' > 5|2 AL H#H 7o
'3l kA" "lo] 7Y T

o Excliange 0] 2E{Managemen] Consalie)

(DR BSHA BN ESEH
- I:J'EEI &@m

3 Micmgolt Exchangre
ok AR
S BOHNAT my A = |2 |
L [RE TE| I[P EHCr B A
o B AN WP T W S A
4§ MY 3 GIF o Ab=
7 1, ¥ AR 28 @IFHE B8 Z2W MNE
i = it WS A BHY AbE
& A ARE D A
&2 AR HE|E MNE
WS AL BEHE AbaE
W BHA PO AHE
[ 2_3] ] 1

=
2 EHY | He EHE | AT MY T4 2| Be 33| BY | 24 HAE | Edge 25 | A 2
Jds = =]
ST 7 22 ME
[EIFFESE 258 M= |
P o= 2= M=
EIP5HE 22 Z2H  ME \4
[Egre A2 TEE AE IP A 55 SSH 58
(SR AZHD ME — =
SEW AR NRE  AE 2et | S2R|Hal |
[T AR T Mg LHS IP REF S ZIAH LISEl ARHO| B I AR FHE
[ 2H = DE 2 ME E::;,_:;:;j}(g)l PHEEY |,J\}9(ﬁ) AHE DEEK]) | 4 &
ZEROE | DNS FOIAF | <FEH
[ 2-4] Add-IPBlockListProvider (GUI)
o A = o
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o GUI AA

ofefo] [T1H2-5]9F #o] TP A 55 At 71 thapdxtol A
'TEA olv's dEFEUT deE 49 ThssiH, AAVIAE
'kisarbl's Y3 HFUTE 23] EwQl2 'spamlist.or.kr'& A|A
ste] AAZE 23|~ E(RBL)E 2 4 =S Yo

' HAIA'E EY5t4d P A 55 FEAF &F HWAIA! tis)
BAZY e ARRAE A1 oF HAA'E dEste] SMTP A4
Al Al A HAAE JE3H T

kisarbl
Za| EHBL)
sparmlist ar, kr

SA 25 HAR

Hrerer o2 H AR
I 22 WARID)
* MEMAE 28 HARCD

Jriginating P addressed matched to wwew, kisarbl, or kr P
Block List pravider service|

=h 4

|
SSAIEH AEE RCrE [ BAE 28 HARE 2RI ICH

[ 2-5] Add-IPBlockListProvider (GUI)



o §Hol mE M7

obefe] [ZH2-6]3 #o] w4+ o]F(name)> 'kisarbl's U

slar, %3] w91 (LookupDomain)S 'spamlist.or.kr'S XA 3}
AANZF 233 GE] AE(RBL)E #xd 4 Q= syt AleAt
A4 25 HWA A (RejectionResponse)= SMTP 2 Asj] A
FAE HAAE FEH Y.

http://technet.microsoft.com/ko—kr/library/bb124358.aspx

> Add-IPBlockListProvider —Name:kisarbl —.ookupDomain-spamiist.or.kr
-RejectionResponse "Originating IP addressed matched to www.kisarbl.or.kr IP
Block List provider service”

[ 2-6] Add-IPBlockListProvider

& Machine: Kisarbl | Scope: I |~
[PE]1 C:tprogram filezsWmicrosoftexchange szervertcripts *Add-IPBlockListProvider
—Mame :kizarhl —LookupDomain:spamlist.or_.kr —RejectionRezponze "Originating IP a
dressed matched to www_kisarhl.or.kyr IP Block List provider service"

LookupDomain Priority

kizarhl spamlist.or.kr

st ol IP A B2 FEAY TS HAT 5 ATk

[ 2-7] Add-IPBlockListProvider

Z& X : http://technet.microsoft.com/ko—kr/library/aa996590.aspx
> Get-IPBlockListProvider

[ 2-8] Get-IPBlockListProvider

B8 Machine: kisarbl | Scope:

[PE]1 C:tprogram filestmicrosoftiexchange serverWicriptsiGet—IPBlockLiztProvider

Mame LookupDomain Priority

kizarhl spamlist . or_kr

[ 2-9] Get-IPBlockListProvider



olgle] [282-10], [2&2-11]3 o] IP At B2 Iz}
et 74 ARE FASE & AsyH

£X : http://technet.microsoft.com/ko—kr/library/bb123884.aspx
> Get—IPBlockL istProvidersConfig

[ 2-10] Get-IPBlockListProvidersConfig

B8 Machine: kisarbl | Scope:

[P5]1 C:Wprogram filesWmicrosoftWexchange serverWScriptsiGet—-IPBlockListProviders
Config

GETT : IPBlockListProviderConfiyg
BypazzedRecipients = {3

Enabled : True

ExternalMailEnabled : True

InternalMailEnabled : True

AdminDizplayName -

Exchangelersion : A1 (B_A.535.A>

DiztinguishedName : CH=IPBlockLiztProviderConf ig,.CH=Meszage Hygiene,.CH=Transzp
ort Settings.CH=First Organization,.CH=Microsoft Exchange.
CH=Services. CH=Configuration.DC=| N -?C-HH- vc-IH
: IPBlockListProviderConfiyg
: c994829e—88e 94681 c—he? 2| EGNNEGE
ObjectCategory o i igurationsSchemasms—Exch-Message—Hygie
ne—IP-Block-List-Provider—-Config
ObjectClass : {top. mzExchAgent. msExchMezszageHygienelPBlockListProvide
rConfigl
WhenChanged 1 280A9-B8-25
WthenCreated : 2889-P8-B4
OriginatingServer H _

IsVUalid : True

[ 2-11] Get-IPBlockListProvidersConfig

AA JdHY 75 (AAT 293G ~2E(RBL) #%)S
A 237] YA = IPBlockListProvidersConfig®] 'Enabled
'ExternalMailEnabled' @] w7} W7} 'Strue'= Ao Qlojof 34,

RFef '$false' = A = Aol vt o] A mAd T

EX : http://technet.microsoft.com/ko—kr/library/aa998543.aspx
> Set-IPBlockl istProvidersConfig —Enabled.$true —ExternalMailEnabled:$true

[ 2-12] IPBlockListProvidersConfig



£X : http://technet.microsoft.com/ko—kr/library/bb123768.aspx
> Remove-IPBlocklistProvider —=Identity kisarbl/

[ 2-13] Remove-IPBlockListProvider

B Machine: kisarbl | Scope: | ENENEGE

[PS]1 C:Wprogram filesWmicrosoftlexchange serverWScripts>Hemove-IPBlockListProvi
3

cmdlet Remove—IPBlockListProvider at command pipeline position 1
Supply values for the following parameters:
Identity: [kisarbl

vou want to perform this action?
I “kisarbhl' e
o A1l [M]1 Mo [L] Mo to All [5]1 Suspend [71 Help
(default is "¥'">:iYes

[PE]1 C:bprogram filesWmicrosoftWexchange serverWfcripts>*Get—-IPBlockListProvider
[PE]1 C:¥Wprogram filestmicrosoftWexchange serverWScripts>

[ 2-14] Remove-IPBlockListProvider




2. 2% A HX2E

hEsh el 54 P AR 5% A T g e AaE
g 5 gz

£X : http://technet.microsoft.com/ko—kr/library/bb124998.aspx
> Test-IPBlocklListProvider —/dentity kisarbl —/PAddress 671.x.x.83

[ 2-15] Test-IPBlockListProvider

B8 Machine: kisarbl | Scope: | NN

[P5]1 C-Wprogram filestmicrosoftiexchange servertScriptsiTest-IPBlockListProvider
—Identity kisarhl —IPAddres= 61 . NN .S3

Matched

{127.8.8.1>

[ 2-16] Test-1PBlockListProvider

H2E 2y} $]9] [:Lﬂz 1613} 7ol 61.x.x.83 IP7} IP Aj¢h 2=

FHA P Fash DA (True)dhe A2 FAT 5 AUk

bR Aol HEH Hd A9 MdEINN v} o] A
At o H-5 2l & dFHTE 61.x.x.83 [Pol|A] EEE Lol
AAZE 2R AE(RBL) O o) ete] Apcte W85 Hojsyth

C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\AgentlLog

<Log o W& ZollAl>

#Software: Microsoft Exchange Server

#Version: 8.0.0.0

#Log—-type: Agent Log

#Date: 2009-09-02T05:09:25.8397

#Fields:

Timestamp, Sessionld,LocalEndpoint,RemoteEndpoint, EnteredOrgFrom!|P,Messageld,P1From
Address,P2FromAddresses,Recipient, NumRecipients, Agent,Event, Action,SmtpResponse,Re
ason,ReasonData
2009-09-02T06:32:33.480Z,08CBF331BA1691C5,61.x.x.102:25,61.x.x.83:35609,61.x.x.83
,,sender@example.com, ,receiver@example?1.com,1,Connection Filtering
Agent,OnRcptCommand,RejectCommand,550 5.7.1 Originating IP addressed matched to
www.kisarbl.or.kr's IP Block List provider service,BlockListProvider,kisarbl

[ 2-17] Agent Log

- 10 -



C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\Protocoll. og\SmipReceive
<Log o W& ZollAl>

#Software: Microsoft Exchange Server

#Version: 8.0.0.0

#lLog—type: SMTP Receive Protocol Log

#Date: 2009—09-02T705:01:564.5427

#Fields:
date—time,connector—id,session—id,sequence—number,local-endpoint,remote—endpoint,even
t,data,context

<5z

2009-09-02T06:32:38.495Z,KISARBL\SMTP =4l

4 E{,08CBF331BA1691C5,17,61.x.x.102:25,61.x.x.83:35609,>,550 5.7.1 Originating IP
addressed matched to www.kisarbl.or.kr's IP Block List provider service,

[ 2-18] SmtpReceive Log

otz 2=fE|=Ed FHE IPoA HdS IEF shsle
REEE v doln], AAZE ~iAbde 2 E(RBL) | ofshe] 2wt
A R Y

B AR Mail
H5S: Returned m

The criginal message was received at Wed, 2 Sep 2009 14:45:48 +0900 (KST)
from [ |

————— The following addresses had permanent fatal errors ——
<administrator@ ko
lreason: 550 5.7.1 Originating IP addressed matched to spamlist.or.kr's IP Block List provider service))|

————— Transcript of session follows ———

... while talking to K.

>»> DATA

<< BR0O B.7.1 Originating IP addressed matched to spamlist.or.kr's IP Block List provider service
A0 5.1.1 <administrator@ kr .. User unknown

<L B03 552 Meed rept command

[ 2-19]
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