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1. ¥d My (Postfix 2.6.2) A ¥HF

-3 Zo] Postfix® A Y2l main.cf <
FAs F7HYY. F7F 1S o Hof Fo e A
.

‘spamlist.or.kr’ RBL H|o]| A& 7}g]7| == gt}

o
-
lo
i)

# cd /etc/postfix

# vi main.cf

<main.cf ote| L& FofA{>

smipd_sender_restrictions = reject_rbl_client spamlist.or.kr (2f2] F7}f)

[ 2-2] main.cf
% Ay A il whel main.cf Y A7 dEbd 4 JH5UTh
=3} 2ol Postfix HZa AAZF 3F 5, Mu|27F A o=
e FAA G 250 LETL AHon dlea] FAFU

# Jusr/sbin/postfix stop (=A4])
# Jusr/sbin/postfix start  (A|ZF)

[ 2-3] Postfix

ol Mue] md=aolN tEat o] A
At o FE el & = A5 61.x.x.83 IPolA EE H Yo
AANZE 2FAEE AE(RBL) O o) ete] Apdte 8= Hosyth

# cd /var/log

# vi maillog

<maillog & ZolA/>

Aug 19 11:26:37 spf postfix/smtpd[16775]: NOQUEUE: reject: RCPT from
unknown[61.x.x.83]: 554 5.7.1 Service unavailable; Client host [61.x.x.83]
blocked using spamlist.or.kr; '‘www .kisarbl.or.kr';  from=<tka@xxxx.co.kr>
to=<rblfilter_test@x.kr> proto=ESMTP helo=<mail.xx.kr>

[ 2-4] postfix

(O ,



ole = A~ 1~Eo THE 61.x.x.83 IPIA HAdS T
e W wEE wdelw, AARE ARG AE(RBL) O] 28]
A S gl & 5 dFyH

A3 Returned mail: see transcript for dHHIl

The origingl message was received at Wed, 19 Aug 2009 11:38:12 40000 (KST)
from [61. 6]

----- The following addresses had permanent fatal erors ——
{rbffitter_test@ >
(reazon’ 554 5.7.1 Service unavailable: Clent host [61, 33] blocked using pamilist.or ks wiw kisarbl.or ki
HEIP
----- Transcript of session folows —--
.. While talking to cent ¢
277 DATA
(<B4 5,71 Sevice unavalable: Client host [61,251, 1 blocked using spamlist.orke: "wiw kisarbl.or kr'
R 50,0 Service unavailable
CCC B4 5.5.1 Error no valid recipients

[ 2-5] IP



. 2AA7F 2282132 ~E(RBL) (RBLDNSD ©]£)

W5 Al2=Elo RBLDNS Hl&s AX|ste] o]&ah= Wio|H,
AZE Aulo]EF RBL 3tYs thE 2= Wrol wdxnjof] ke
| FAIAmPcE 2FA A o2 RBLE tZ2ste] AvdS
A3 Agog T IM(RSYNC, RBLDNS Daemon)S A X3}z,
AAE 2AG Y AE(RBL)E o869 4+ =S wld AMujd 83
AAE sfoF gtk
KISAoA 353 2o2 Uro]l AlFshi= RBLS ARA2] A Ao
SHAl AdeetAg skl ARRE = low, A 2atde AE

(RBL) a7 el wls) di-&&F mdA=7F &l

Doz ze rreereeererre e aeanaens . |zuEnee
M 2 [ "o aa gy "0 | AMEX}
MY =g Eilj%g\fts ...... T ...................... i MU s
©Eo BE}ST QRELEW
YES/NO m= =g
...... [, S
RBLDNS O = i
............... S
REL §A|7H Cp2 =
KISA-RBL
A H
[ 3-1] KISA-RBL (RBLDNSD )



A A Cent0S—5.3& 7|02 A HJon,

Z2OH 2hM A
=29 A Cent0S-5.3 (kernel — 2.6.18)
e At Postfix 2.6.2
AHPF|AE CIREE T2 JH rsync 3.0.6
RBLDNS Daemon rbldnsd 0.996b
[ 1]

2. AAIZE 2PAFZAZE(RBL) AOIE 3 71

AAE 2PAGY AE(RBL)E He2E 8h7] fsiA = Aol

, KISA &% Aol 93] 7Fdo]l sgls]ofof

7Hd el F, e RE whe A [Peh SAEWS G506,
TEE AR AfYAERBLIE HEREE TS F FUHL

39l 79 AW AE(RBL)E HREE WY|9le] M ARE
ok 3o, SO|ERHR] 35 AR A= FHIYH

2.1 3¢ 71 A3

39 7S [https://www.kisarbl.or.kr > KISA—RBL #*%
8]~ > RBLDNSD ©o]-& > 3]¥47}] oA 5= 21A gy,
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HEA OIS

SFEREL e-mail
= m ol

Aoixt 523 ETERT

—
P
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o 3¢ 219l

t}& 3 7ol [https://www.kisarbl.or.kr > KISA—RBL %
AH] 2~ > RBLDNSD ©o]g > 3= A =1

F“_L,l' ulJl G!ﬁ! i niﬁ_i'

+ KISA-ABL = AJ7E
=A|7| HIEHLICE

"
SNlECH S _"j_JC

IrI
".Ji
i
-|>
W m
B

KISA-RBL 292!

* MEIAE OIZSIAR S 20005 o) FHIR.

[ 3-4]

2.2 28 AHAR F=

215ke] ol [1H3-5]¢F o] FHIAR

KISA &9l % =119
ez HS

A Holx|o|A AAZF AWMAE A~E(RBL)Z
Ao [PFA¢ TA2EH(EA)S S5k

CI2WS IPF2 BAET(EE) RRs
B1,251,% CIEEEW It « [0t
IP ) LS HEMH A

[ 3-3]

CHRWS P2 FAET(EH)
B TAEHHE
P ZE] 18 e
B1.251. mail oz
[ 3-6] IP

- 10 -



9] 2-[3-6]13} o] 'IP'E 2, ofefet o] A
R 21 gRE g 2 F e #9Fel vehdyh

2009-10-27 13:00:13.0 | 2009-10-27 13:00:26.0 Bl send success 11751342
o iy E1.251,

2009-10-23 13:00:04.0 | 2009-10-23 13:00:13.0 send SUCCESS 11891403
. o E1.251,

2009-10-11 1200:53.0 | 2009-10-11 13:01:02.0 send SUCCESS 10373355

[ 3-7] RSYNC

- 11 -




3. RSYNC A% 2 &g

RSYNC: KISAdA AFdts Ay AE
AMgE= T2 a3oln) S-S RSYNC A9 &8-S Amshc)
KISAol 391719 & &53F Ao Aqt RSY

AES L2 3§ Gyt
3.1. RSYNC A x]

wget TEOIE ARSI rsyne 32 HIE AlO]Eo|A rsyne ZEIHE
The2=stA Y, SHojAolM Ea o 5T

# cd /home/user/

# wget htto://www.samba.org/fto/rsync/rsync=3.0.6.tar.gz

——14:25:48—— http://www.samba.org/ftp/rsync/rsync—3.0.6.tar.gz

Resolving www.samba.org... 216.83.154.106

Connecting to www.samba.org|216.83.154.106(:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 778927 (761K) [application/x—gzip]

Saving to: ‘rsync—-3.0.6.tar.gz'

100%[ >] 778,927 463K/s in 1.6s
14:25:52 (463 KB/s) — ‘rsync—3.0.6.tar.gz' saved [778927/778927]

[1213-8] wget2 AFRS}0{ rsync T2 IS CIRECS

obgl e} Zol gunzip, tar WHAE o] }oq PRI

# cd /home/user/

# gunzip rsync-3.0.6.tar.gz
# tar xvf rsync—3.0.6.tar

# cd /home/user/rsync/

# ./configure

# make

# make install

- 12 -



3.2. RSYNC H£=Z2=E HX2E
o RSYNC 43}

TR} o] WeolE AMgSle] e 2~ E(RBL)BAS thessin],
3 Aol ohelgh 2 WAA} e,

#cd /download

#/usr/local/bin/rsync —avz www.kisarbl.or. kr::spamiist /download
receiving file list ... done

i

spamlist1.txt
spamlist2.txt
spamlist3.txt

sent 153 bytes received 1990046 bytes 265359.87 bytes/sec
total size is 18021047 speedup is 9.05

[ 3-10] spamlist

>
>,
N
ﬁ_l
)

AAER AE(RBL) F3| oAl A 3l 7hdste] MM
FEE d9shH Edtd, oot ol FHAIATE v

#/usr/local/bin/rsync —avz www.kisarbl.or.kr::spamiist /download

@ERROR: access denied to spamlist from unknown (2.3.4.5)

rsync error: error starting client—server protocol (code 5) at main.c(1503)
[receiver=3.0.6]

[ 3-11] spamlist
SRS %—é%@gi.ﬂ%£5~a%q@,ﬂ%ﬂ/€ﬂ
E}EEE% 2 st

# cd /download
# Is —al spamilist=*

u‘a
AL
>
[t
gl
_l (
ro
s
°
O

—rw—r—r—— 1 1003 wheel 3019047 7% 22 20:07 spamlist1.txt
—rw—r—r— 1 1003 wheel 1379735 7% 22 20:07 spamlist2.txt
—rw—r—r—— 1 1003 wheel 1585802 7% 22 20:07 spamlist3.txt

[ 3-12] spamlist

- 13 -



o} o] bRl AqlulaE dhel ge Selsk ¢ ggudh

# more spamlist3. ixt

<spamlist Tt o] LI ZofAl>
:127.0.0.2

123.123.124.2 'www kisarbl.or kr'
123.123.123.0/24 'www.kisarbl.or.kr'
234.234.234.0/24 'www.kisarbl.or kr'

[ 3-13]
spamlist I o] &2 AU¥H2<l RBL 3t o] Fejel Fdsi,
HZolE AE P e digde] A (
Kol

'www.kisarbl.or.kr' 53 7#Zo| RBL

U2 2 A2 A28 (crontab)g ©] &3 R =
=2 4
= =

sk PEe Ay,

otz e} o] crontab WP EE=E Eoi7F I rsync TFLRE
gEo s AUy

# crontab —e

00 * = = = [usr/local/bin/rsync —avz www.kisarbl.or.kr::spamlist /download

[ 3-14] crontab

A1 A7 rsyne WRoI7F A EO] AAT FE] A AETL

teze o

y

- 14 -



4. RBLDNSD A ]

o RBLDNSD @?
28 DNS HEZoz dusor o
4% Qo) gow, A

Z
wlel Aue] Ax|she] ALgEUT,

AT WL AIH (DNS) <}
© 2 RBL DNS H&&

RBLDNSD o]&-2 4 wd F2lgko] 109 & o]l 25 AH
At s AFstY, 2R AES AFAe GA shA A

4.1. RBLDNSD t#=E= % AX
WE AblEE AH BRI, olefsh 2ol wget FHOE
o]- &3] A W] RBLDNSD L2138 the2= gt}
. http://www.corpit.ru/mjt/rbldnsd.html
https://www.kisarbl.or.kr

# cd /home/user/

# wget htto://www.corpit.ru/mjt/rbldnsa/rbldnsad_0.996b. tar.gz
—15:17:07— http://www.corpit.ru/mjt/rbldnsd/rbldnsd_0.996b.tar.gz
Resolving www.corpit.ru... 81.13.33.159

Connecting to www.corpit.ru|81.13.33.159]:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 113128 (110K) [application/x—gzip]

Saving to: ‘rbldnsd_0.996b.tar.gz'

100% >] 113,128 70.7K/s in 1.6s

15:17:11 (70.7 KB/s) — ‘rbldnsd_0.996b.tar.gz' saved [113128/113128]

[ 3-15] wget RBLDNSD

- 15 -



g go] tgEr=d Zzads 4F fAste AAFAEE

A3 31 rbldnsd AT o] AAFH YL

# cd /home/user/

# gunzip rbldnsd_0.996b.tar.gz

# tar xvif rbldnsa_0.996b.tar

# cd /home/user/rbldnsad-0.996b/
# ./configure

# make

[ 3-16] RBLDNSD

4.2. RBLDNSD 4!3}
ol o} Zo] W o]E o] &3t rbldnsd Hl=S A3 gt

# cd /home/user/rbldnsd—0.996b/
# ./rbldnsd —b 127.0.0.1/53 —p /tmp/rbldnsd.pid —I /tmp/rbldnsd.log \
kisarbl:ip4set:/download/spamlist1.txt

[ 3-17] RBLDNSD

2

% "ps —ef |grep rbldnsd"Z44 % kill -9 PID S35t0§ RBLDNSD A8 Zx|

RBLDNSD A3 ZAo|A] ofge} 2 o wAIX7} YEf =
45l 'rbldns' FAE AGstar vl Ay d

rbldnsd: unknown user ‘rbldns'
# useradd rbldns

[ 3-18] rbldns

- 16 -



< RBLDNSD & 4 MY >

b : M8 PR} ZE X|H
¥ = Mool DNSeF gl 2dstH ofE ZE(0f: 5353)E AtE&Hct
: RBLDNSD ZZMA PID XA

_| : Ej__u}olc’ x| A

-h : rbldnsd =2t

kisarbl:jp4set-/download/spamlist]. txt
RBLH“ O|ﬁ 2'<__th|. IPv4E A|—59— A Il E'_| AE J_,_|_ol =2 7(|7H 6I-[,| ':F

% RBL Ho|AZH RBL S¢S Fdsts 7|2 FA0H, KISAAAM HMIsts 7
Hlo| A= ‘spamlist.or.kr’@lL{ct Z2ZolM RBLDNSDE Al2E 2% ¢
(of: kisarbl) & AFEstoiE Fubsix|oh LM MY ot 22 olE2
s & oF gt ct (4.4 &)

RBL
= At
RS

1o A

RBLDNSD7} A& oz 28w 9o ofgel e wA|x]7}
SRR aRA=

rbldnsd: listening on 127.0.0.1/53

rbldnsd: ip4set:/download/spamlist1.txt: 20090715 051918: €32/24/16/8=2/132/0/0
rbldnsd: zones reloaded, time 0.0e/0.0u sec

rbldnsd: rbldnsd version 0.996b (29 Mar 2008) started (1 socket(s), 1 zone(s))

[ 3-19] RBLDNSD

w2 MTAZF A|Y WA RBLDNSDZ ZH%8H-= resolv.conf IS
ARG, Al RBLDNSD i A& Al =3t [PFAE 7y

# vi /etc/resolv.conf

nameserver 127.0.0.1 or Mt{ IP (RBLDNS Hl =2 AlSiA| X|HEH |P)
nameserver (7|Z= DNS IP)
[ 3-20] resolv.conf RBLDNSD IP

4.3. RBL lookup HIZE

RBLDNSD+ &HEH Sl YA AH(DNS)eF &2 54 1P RBL
AE =37 o] Buks gelsly] wjFo RBL lookup®t A4y},

RBL lookup®| &, 712] DNS ¥ o FA o] bR A F3H
HYgE Pel2 DNS AoE k. Lkl DNS  lookup-

- 17 -



'nslookup hostname.domain.com'®} 72 &
RBLDNSDO A= IPF4E o] &, o Ao )

RBLDNSD7} 8 s&sh=A] &Rlsl7] st AMZE spamlistl.txt

==
=<

5 AAdstal, RBLDNSD A& ®vF-& Farsto] o] A&t

#vi spamlist]. ixt

:127.0.0.2 (DNS A |Z= dtak Zf © 127.0.0.2)
1.2.3.4 ‘www kisarbl.or kr'

211.212.211.33 ‘www.kisarbl.or.kr'

[ 3-21] IP
+< nslookup BHAE olgste] AdHoR SHsk=A =<l
gt "otz sk IP7F 1.2.3.40]9, 4.3.2.13}

RBLDNSD AeA] 217 $i&l RBL #lo]2= ‘kisarbl'S 9= FHrh.
oot Zol el S| AEd SAEY = AHE ovshH
o atel slew S Hol A €2 s onEyHh

# nslookup 4.3.2.1.kisarbl (2 2|5tz = IPE 9+=2o=z Qadst 5 RBL HO|AE ¢l2)
Server: 127.0.0.1
Address: 127.0.0.1#53

Name: 4.3.2.1 kisarbl
Address: 127.0.0.2 (127.0.0.2 2|&H 1.2.3.4 IP7} RBLAl M =AUS= <lol)

[ 3-22] nslookup RBL lookup

- 18 -



el dig WHols Algale] Selgh),

# dig 4.3.2.1.kisarbl/

; <<>> DiG 9.3.4-P1 <<>> 4.3.2.1 kisarbl

;» global options: printcmd

;» Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 784

;; flags: ar aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;4.3.2.1 Kkisarbl. IN A

;; ANSWER SECTION:
4.3.2.1 Kkisarbl. 2100 IN A 127.0.0.2
(A 2lZ= 127.0.0.2 2|& 1.2.3.4 IP7} RBLO| S =HASS 2lo])

[ 3-23] dig RBL lookup

- 19 -




4.4, W|d A (Postfix 2.6.2) A WA

s #Zo] Postfixd A7 3U<Ql main.cf LS HF s
2ls F7HHT F7F 81 f1x]el wet A 0w F2bekA]
G AS7F dernw, el 71ske], RBLDNSD 43 A
A A3 'kisarbl' RBL H|o]| A5 77| == gyt

# cd /etc/postfix

# vi main.cf

<main.cf Tl L& FHolA>

smitpd_sender_restrictions = reject_rbl_client kisarbl (22l F=71})

[ 3-24] main.cf
th&3 Z+o] Postfix HES A2 3F & Au| A7 A o=
A Zolx 9} 25 L EV) AAHoZ oaiqoua;q 3ol &t}

AN -

# Jusr/sbin/postfix stop (E7X)
# /usr/sbin/postfix start (A=)

[ 3-25] Postfix

A% 744 RBLDNSDE ol §3fe] 24 et e Ansisis
e A BWQIa, FQ) IPE ol §3te] AWAY HAE UGS
ne] Fh,

RBLDNSD7} A x5l A8l spamlistl.txtel]l &2 PSS F7}sla,
ol IPA oA telnet HHO]ZS o]8-5}] RBLDNSD7} FSE R
HAXHe| WA F21 sF oy AdE AS 2l & 4 d5YtTh

=]

#vi spamlist1.txt
1127.0.0.2
61.x.x.83 ‘www.kisarbl.or.kr' (&2l IP)

[ 3-26] IP

- 20 -



File Edit Mew Options Transfer Script Tools  Help

PAINDR BB BRI TR 0@y

[ ]
bash-3.00# telnet cent.: f.kr 25(telenet HIZ =HZT 25 E5) =]
Trying B1. 104,
Connected to cent. | " .kr.

Escape character is ""]".

220 fkr ESMTP Postfiz (2.6.2)

HELD kisa.or.kr

Z50 f.kr

mail from: blackip@kisa.or.kr =]

250 2.1.0 Ok ==
M

“www kisarbl . or.kr’

=
554 5.7.1 Service unavailable: Client host [B1.__. ... _.83] blocked using kisarbl;

2P alxx832 RELEMTIH HIZ &4 E2F=

Ready sche: AES-128 1.1 13 Rows, 103 Cols

[ 3-27] telnet

AIPE Asta 98 9 & 5 ek

- 21 -

EZA3} RBLDNSDE= 734 0% spamlistl.txtE



